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BDFNJURXQG A PapeUfoUm and Whe DaWa E[poUWeU inWend Wo ZoUk WogeWheU
aV VeW oXW in Whe PapeUfoUm GeneUal TeUmV and CondiWionV.

B TheUe Zill be, oU iV likel\ Wo be, an e[change of daWa
beWZeen Whe paUWieV.

C The paUWieV haYe agUeed Wo handle and WUanVfeU an\ daWa in
accoUdance ZiWh Whe WeUmV of WhiV DaWa PUoceVVing
AgUeemenW.

DaWe of AgUeemenW



AGREED TERMS

1. AJUHHPHQW

ThiV DaWa PUoceVVing AgUeemenW (WKH AJUHHPHQW) VXpplemenWV, amendV and foUmV paUW of
Whe GeneUal TeUmV and CondiWionV (THUPV) beWZeen PapeUfoUm and Whe DaWa E[poUWeU.

(a) ThiV AgUeemenW Zill be effecWiYe aV of Whe daWe PapeUfoUm UeceiYeV a compleWe and
e[ecXWed AgUeemenW fUom Whe DaWa E[poUWeU indicaWed in Whe VignaWXUe block beloZ
(WKH EIIHFWLYH DDWH).

(b) The Vcope and dXUaWion, aV Zell aV Whe e[WenW and naWXUe of Whe collecWion, pUoceVVing
and XVe of PeUVonal DaWa XndeU WhiV AgUeemenW Zill be aV defined in Whe TeUmV.

(c) The WeUm of WhiV AgUeemenW coUUeVpondV Wo Whe dXUaWion of Whe TeUmV. ThiV AgUeemenW
Zill WeUminaWe aXWomaWicall\ Xpon WeUminaWion of Whe TeUmV oU aV eaUlieU WeUminaWed
pXUVXanW Wo Whe WeUmV of WhiV AgUeemenW.

(d) ThiV AgUeemenW Zill onl\ be effecWiYe if e[ecXWed and VXbmiWWed Wo PapeUfoUm
accXUaWel\ and in fXll accoUdance ZiWh an\ diUecWionV pUoYided b\ PapeUfoUm. Upon
UeceipW of Whe AgUeemenW b\ PapeUfoUm, Whe AgUeemenW Zill become legall\ binding.

(e) If Whe DaWa E[poUWeU makeV an\ deleWionV oU oWheU UeYiVionV Wo WhiV AgUeemenW, When
WhiV AgUeemenW ZiWh be nXll and Yoid.

(f) The DaWa E[poUWeU VignaWoU\ UepUeVenWV Wo PapeUfoUm WhaW Whe\ haYe Whe legal
aXWhoUiW\ Wo bind CXVWomeU and iV laZfXll\ able Wo enWeU inWo conWUacWV.

2. RHODWLRQVKLS EHWZHHQ WKH SDUWLHV

(a) The DaWa E[poUWeU acWV aV a daWa conWUolleU XndeU Whe GDPR.

(b) IW iV a UeqXiUemenW of Whe GDPR WhaW an\ daWa pUoceVVoUV engaged b\ Whe DaWa
E[poUWeU Wo pUoceVV Whe DaWa E[poUWeU¶V PeUVonal DaWa mXVW pXW a conWUacW in place
WhaW goYeUnV Whe WUanVfeU of PeUVonal DaWa beWZeen Whe paUWieV in accoUdance ZiWh Whe
UeqXiUemenWV of Whe GDPR.

(c) PapeUfoUm agUeeV and acknoZledgeV WhaW:

(i) iW iV conVideUed a daWa pUoceVVoU of Whe DaWa E[poUWeU and mXVW compl\ ZiWh
Whe UeqXiUemenWV of Whe GDPR foU daWa pUoceVVoUV; and

(ii) iW haV implemenWed appUopUiaWe Wechnical and oUganiVaWional meaVXUeV Wo
meeW Whe UeqXiUemenWV of Whe GDPR inVofaU aV Whe\ appl\ Wo PapeUfoUm and
Whe DaWa E[poUWeU¶V PeUVonal DaWa, inclXding an\ appUopUiaWe SXpplemenWaU\
MeaVXUeV.

3. TUDQVIHUV

(a) SXbjecW Wo VecWion 4(c), Whe DaWa E[poUWeU and PapeUfoUm, and WheiU UeVpecWiYe
RepUeVenWaWiYeV, heUeb\ enWeU inWo Whe SWandaUd ConWUacWXal ClaXVeV VeW oXW in
SchedXle 1 Wo WhiV AgUeemenW in UeVpecW Wo an\ ReVWUicWed TUanVfeU fUom Whe DaWa
E[poUWeU Wo PapeUfoUm, ZiWh:

(i) Whe DaWa E[poUWeU acWing aV Whe daWa conWUolleU; and

(ii) PapeUfoUm acWing aV Whe daWa pUoceVVoU.



(b) The SWandaUd ConWUacWXal ClaXVeV Zill come inWo effecW XndeU VecWion 3(a) on Whe
commencemenW of a ReVWUicWed TUanVfeU.

(c) FoU Whe pXUpoVeV of claXVe 8.1 of Whe SWandaUd ConWUacWXal ClaXVeV, Whe pUoceVVing
deVcUibed in VecWion 4 iV deemed an inVWUXcWion b\ Whe DaWa E[poUWeU Wo pUoceVV DaWa
E[poUWeU PeUVonal DaWa, VXbjecW Wo PapeUfoUm¶V compliance ZiWh Applicable LaZV.

(d) SecWion 3(a) Vhall noW appl\ Wo a ReVWUicWed TUanVfeU XnleVV iWV effecW, WogeWheU ZiWh
oWheU UeaVonabl\ pUacWicable compliance VWepV (Zhich, foU Whe aYoidance of doXbW,
doeV noW inclXde obWaining diUecW conVenW fUom DaWa SXbjecWV), iV Wo alloZ Whe
ReVWUicWed TUanVfeU Wo Wake place ZiWhoXW bUeach of applicable DaWa PUoWecWion LaZV.

(e) The paUWieV ZaUUanW WhaW Whe\ haYe no UeaVon Wo belieYe WhaW Whe laZV and pUacWiceV of
Whe WhiUd coXnWU\ of deVWinaWion applicable Wo Whe pUoceVVing of Whe DaWa E[poUWeU
PeUVonal DaWa b\ PapeUfoUm Zill pUeYenW PapeUfoUm fUom fXlfilling iWV obligaWionV XndeU
WhiV AgUeemenW.

(f) WiWhoXW limiWaWion of an\ obligaWion XndeU Whe TeUmV, PapeUfoUm XndeUWakeV WhaW iW Zill
Wake all UeaVonable VWepV Wo enVXUe Whe UeliabiliW\ of an\ emplo\ee, agenW oU conWUacWoU
of PapeUfoUm Zho ma\ haYe acceVV Wo Whe DaWa E[poUWeU PeUVonal DaWa, enVXUing
WhaW:

(i) all VXch indiYidXalV aUe VXbjecW Wo confidenWialiW\ XndeUWakingV oU pUofeVVional
oU VWaWXWoU\ obligaWionV of confidenWialiW\; and

(ii) enVXUing in each caVe WhaW acceVV iV VWUicWl\ limiWed Wo WhoVe indiYidXalV Zho
need Wo knoZ/acceVV Whe UeleYanW DaWa E[poUWeU PeUVonal DaWa,

aV VWUicWl\ neceVVaU\ foU peUfoUmance of Whe TeUmV and Wo compl\ ZiWh Applicable
LaZV in Whe conWe[W of WhaW indiYidXal'V dXWieV Wo PapeUfoUm.

4. DDWD SURFHVVLQJ

(a) DaWa E[poUWeU heUeb\ inVWUXcWV PapeUfoUm (and aXWhoUiVeV PapeUfoUm Wo inVWUXcW each
AppUoYed SXbpUoceVVoU) Wo:

(i) pUoceVV Whe DaWa E[poUWeU PeUVonal DaWa; and

(ii) WUanVfeU DaWa E[poUWeU PeUVonal DaWa Wo an\ coXnWU\ oU WeUUiWoU\ onl\ in
accoUdance ZiWh VecWion 3,

aV UeaVonabl\ neceVVaU\ foU Whe pUoYiVion of Whe SeUYiceV and conViVWenW ZiWh Whe
TeUmV.

(b) The DaWa E[poUWeU iV dXl\ and effecWiYel\ aXWhoUiVed Wo giYe Whe inVWUXcWion VeW oXW in
VecWion 4(a) on behalf of iWVelf.

(c) PapeUfoUm Zill enVXUe WhaW each AppUoYed SXbpUoceVVoU Zill:

(i) compl\ ZiWh all applicable DaWa PUoWecWion LaZV Zhen pUoceVVing Whe DaWa
E[poUWeU¶V PeUVonal DaWa; and

(ii) onl\ pUoceVV Whe DaWa E[poUWeU¶V PeUVonal DaWa in accoUdance ZiWh Whe DaWa
E[poUWeU¶V docXmenWed inVWUXcWionV XnleVV pUoceVVing iV UeqXiUed b\
Applicable LaZV Wo Zhich Whe AppUoYed SXbpUoceVVoU iV VXbjecW.



5. ASSURYHG SXESURFHVVRUV

(a) PXUVXanW Wo claXVe 9 of Whe SWandaUd ConWUacWXal ClaXVeV, Whe DaWa E[poUWeU heUeb\
pUoYideV PapeUfoUm ZiWh geneUal ZUiWWen aXWhoUiVaWion Wo engage Whe AppUoYed
SXbpUoceVVoUV fUom Whe agUeed liVW hWWpV://papeUfoUm.co/VXbpUoceVVoUV Wo caUU\ oXW
pUoceVVing on behalf of PapeUfoUm Wo Whe e[WenW neceVVaU\ foU PapeUfoUm Wo pUoYide
Whe SeUYiceV.

(b) NoWZiWhVWanding VecWion 5(a), PapeUfoUm Zill giYe Whe DaWa E[poUWeU pUioU ZUiWWen
noWice of an\ changeV Wo Whe aboYe agUeed liVW of AppUoYed SXbpUoceVVoUV aW leaVW 14
da\V befoUe Whe inWended appoinWmenW of an\ neZ AppUoYed SXbpUoceVVoU, inclXding
fXll deWailV of Whe pUoceVVing Wo be XndeUWaken b\ Whe AppUoYed SXbpUoceVVoU, oU Whe
UemoYal of an\ cXUUenW AppUoYed SXbpUoceVVoU. If, ZiWhin WZo ZeekV of UeceipW of WhaW
noWice, Whe DaWa E[poUWeU noWifieV PapeUfoUm in ZUiWing of an\ UeaVonable objecWionV Wo
Whe inWended appoinWmenW:

(i) PapeUfoUm Zill noW appoinW (oU diVcloVe DaWa E[poUWeU PeUVonal DaWa Wo) WhaW
pUopoVed AppUoYed SXbpUoceVVoU XnWil Whe DaWa E[poUWeU and PapeUfoUm
haYe agUeed on UeaVonable VWepV Wo addUeVV Whe objecWionV UaiVed b\ Whe
DaWa E[poUWeU; and

(ii) DaWa E[poUWeU haV been pUoYided ZiWh a UeaVonable ZUiWWen e[planaWion of Whe
VWepV Wo be Waken.

(c) In Whe eYenW WhaW no VXch UeaVonable VWepV can be agUeed beWZeen Whe DaWa E[poUWeU
and PapeUfoUm, eiWheU:

(i) PapeUfoUm ma\ elecW noW Wo appoinW Whe pUopoVed AppUoYed SXbpUoceVVoU; oU

(ii) if PapeUfoUm pUoYideV ZUiWWen noWice Wo Whe DaWa E[poUWeU WhaW iW inWendV Wo
appoinW Whe pUopoVed AppUoYed SXbpUoceVVoU iUUeVpecWiYe of Whe DaWa
E[poUWeU¶V ZUiWWen objecWionV, Whe DaWa E[poUWeU ma\ b\ ZUiWWen noWice Wo
PapeUfoUm ZiWh immediaWe effecW WeUminaWe Whe TeUmV Wo Whe e[WenW WhaW iW
UelaWeV Wo Whe SeUYiceV Zhich UeqXiUe Whe XVe of Whe pUopoVed AppUoYed
SXbpUoceVVoU.

(d) WiWh UeVpecW Wo each AppUoYed SXbpUoceVVoU, PapeUfoUm Zill enVXUe WhaW Whe:

(i) AppUoYed SXbpUoceVVoU Zill be UeqXiUed Wo meeW Whe WeUmV of Whe SWandaUd
ConWUacWXal ClaXVeV inVofaU aV Whe\ appl\ Wo WhaW AppUoYed SXbpUoceVVoU;

(ii) enVXUe WhaW Whe aUUangemenW beWZeen PapeUfoUm and Whe AppUoYed
SXbpUoceVVoU iV goYeUned b\ a ZUiWWen conWUacW inclXding WeUmV Zhich offeU aW
leaVW Whe Vame leYel of pUoWecWion foU Whe DaWa E[poUWeU PeUVonal DaWa aV
WhoVe VeW oXW in WhiV AgUeemenW and meeW Whe UeqXiUemenWV of aUWicle 28(3) of
Whe GDPR; and

(iii) Whe agUeemenW ZiWh Whe AppUoYed SXbpUoceVVoU conWainV an agUeed WhiUd
paUW\ beneficiaU\ claXVe ZheUe in Whe eYenW PapeUfoUm haV facWXall\
diVappeaUed, ceaVed Wo e[iVW in laZ oU haV become inVolYenW, Whe DaWa
E[poUWeU Zill haYe Whe UighW Wo WeUminaWe Whe agUeemenW ZiWh Whe AppUoYed
SXbpUoceVVoU and inVWUXcW Whe AppUoYed SXbpUoceVVoU Wo eUaVe oU UeWXUn Whe
DaWa E[poUWeU PeUVonal DaWa.

(e) PapeUfoUm acknoZledgeV WhaW iW:

https://paperform.co/subprocessors


(i) iV liable Wo Whe DaWa E[poUWeU foU an AppUoYed SXbpUoceVVoU¶V compliance ZiWh iWV
obligaWionV XndeU WhiV VecWion 5; and

(ii) PapeUfoUm acknoZledgeV WhaW iW Zill pUoYide, aW Whe DaWa E[poUWeU¶V UeqXeVW, a
cop\ of each agUeemenW ZiWh an AppUoYed SXbpUoceVVoU and an\ VXbVeqXenW
amendmenWV Wo WhaW agUeemenW, ZiWh an\ UeleYanW paUWV of Whe agUeemenW
UedacWed Wo Whe e[WenW neceVVaU\ Wo pUoWecW bXVineVV VecUeWV oU oWheU confidenWial
infoUmaWion, inclXding PeUVonal DaWa, pUioU Wo VhaUing Whe cop\ ZiWh Whe DaWa
E[poUWeU.

6. DDWD SXEMHFW ULJKWV

(a) Each paUW\ Zill implemenW appUopUiaWe Wechnical and oUganiVaWional meaVXUeV, aV
appUopUiaWe, Wo aVViVW Whe oWheU paUW\ in UeVponding Wo UeqXeVWV Wo e[eUciVe DaWa
SXbjecW UighWV XndeU Whe DaWa PUoWecWion LaZV.

(b) PapeUfoUm Zill pUompWl\ noWif\ Whe DaWa E[poUWeU if PapeUfoUm oU an AppUoYed
SXbpUoceVVoU UeceiYeV a UeqXeVW fUom a DaWa SXbjecW XndeU an\ DaWa PUoWecWion LaZ
in UeVpecW of DaWa E[poUWeU PeUVonal DaWa.

(c) PapeUfoUm and Whe DaWa E[poUWeU acknoZledge WhaW DaWa SXbjecWV ma\ inYoke and
enfoUce Whe SWandaUd ConWUacWXal ClaXVeV aV WhiUd paUW\ beneficiaUieV againVW
PapeUfoUm and / oU Whe DaWa E[poUWeU XndeU claXVe 3(a) of Whe SWandaUd ConWUacWXal
ClaXVeV.

(d) PapeUfoUm Zill noW, and Zill enVXUe WhaW an\ AppUoYed SXbpUoceVVoU doeV noW,
UeVpond Wo WhaW UeqXeVW e[cepW:

(i) on Whe docXmenWed inVWUXcWionV of Whe DaWa E[poUWeU; oU

(ii) aV UeqXiUed b\ Applicable LaZV Wo Zhich PapeUfoUm iV VXbjecW, in Zhich caVe
PapeUfoUm Zill, Wo Whe e[WenW peUmiWWed b\ Applicable LaZV, infoUm Whe DaWa
E[poUWeU of WhaW legal UeqXiUemenW befoUe PapeUfoUm oU Whe AppUoYed
SXbpUoceVVoU UeVpondV Wo Whe UeqXeVW.

(e) PapeUfoUm Zill aVViVW Whe DaWa E[poUWeU in fXlfilling iWV obligaWionV Wo UeVpond Wo DaWa
SXbjecWV¶ UeqXeVWV foU Whe e[eUciVe of WheiU UighWV XndeU Whe GDPR.

(f) PapeUfoUm Zill infoUm DaWa SXbjecWV in an eaV\ acceVVible foUmaW on iWV ZebViWe of a
conWacW poinW aXWhoUiVed Wo handle complainWV, and iW Zill deal ZiWh an\ complainWV iW
UeceiYeV fUom a DaWa SXbjecW.

7. PHUVRQDO DDWD BUHDFK

(a) Each paUW\ Zill coopeUaWe ZiWh Whe oWheU paUW\ Wo inYeVWigaWe, miWigaWe and UemediaWe
PeUVonal DaWa BUeacheV.

(b) In UeVpecW of an\ PeUVonal DaWa BUeach, PapeUfoUm Zill:

(i) Wake VXch appUopUiaWe meaVXUeV Wo addUeVV Whe bUeach, inclXding meaVXUeV
Wo miWigaWe iWV adYeUVe effecWV;

(ii) noWif\ Whe DaWa E[poUWeU of Whe PeUVonal DaWa BUeach ZiWhoXW XndXe dela\
Xpon becoming aZaUe of Whe PeUVonal DaWa BUeach; and



(iii) pUoYide Whe DaWa E[poUWeU, ZiWhoXW XndXe dela\, ZiWh VXch deWailV aV Whe DaWa
E[poUWeU UeaVonabl\ UeqXiUeV Wo conVideU Whe PeUVonal DaWa BUeach. ThiV ma\
inclXde, depending on Whe naWXUe of Whe PeUVonal DaWa BUeach, infoUmaWion
UegaUding:

A. a conWacW poinW ZheUe moUe infoUmaWion can be obWained;

B. Whe naWXUe of Whe PeUVonal DaWa BUeach, inclXding Whe caWegoUieV and
appUo[imaWe nXmbeUV of DaWa SXbjecWV and PeUVonal DaWa UecoUdV
conceUned;

C. an\ inYeVWigaWionV inWo VXch PeUVonal DaWa BUeach;

D. Whe likel\ conVeqXenceV of Whe PeUVonal DaWa BUeach; and

E. an\ meaVXUeV Waken, oU WhaW PapeUfoUm UecommendV be Waken, Wo
addUeVV VXch PeUVonal DaWa BUeach, inclXding Wo miWigaWe iWV poVVible
adYeUVe effecWV.

(c) PapeUfoUm Zill pUompWl\ infoUm Whe DaWa E[poUWeU if iW UeceiYeV a complainW oU UeqXeVW
UelaWing Wo eiWheU paUW\¶V obligaWionV XndeU DaWa PUoWecWion LaZV UeleYanW Wo WhiV
AgUeemenW, inclXding an\ compenVaWion claim fUom a DaWa SXbjecW oU an\ noWice,
inYeVWigaWion oU oWheU acWion fUom a SXpeUYiVoU\ AXWhoUiW\.

8. THFKQLFDO DQG RUJDQLVDWLRQDO PHDVXUHV DQG VHFXULW\

(a) Taking inWo accoXnW Whe VWaWe of Whe aUW, Whe coVWV of implemenWaWion and Whe naWXUe,
Vcope, conWe[W and pXUpoVeV of pUoceVVing aV Zell aV Whe UiVk of YaU\ing likelihood
and VeYeUiW\ inYolYed in Whe pUoceVVing foU Whe UighWV and fUeedomV of naWXUal peUVonV,
PapeUfoUm Zill, and Zill obWain WhaW each AppUoYed SXbpUoceVVoU Zill, implemenW and
mainWain appUopUiaWe Wechnical and oUganiVaWional meaVXUeV in UelaWion Wo Whe
pUoceVVing of PeUVonal DaWa b\ PapeUfoUm oU AppUoYed SXbpUoceVVoU Wo enVXUe a
leYel of VecXUiW\ appUopUiaWe Wo WhaW UiVk inclXding, aV appUopUiaWe, Whe meaVXUeV
UefeUUed Wo in aUWicle 32 of Whe GDPR, Anne[ II Wo SchedXle 1, and an\ SXpplemenWaU\
MeaVXUeV.

(b) In aVVeVVing Whe appUopUiaWe leYel of VecXUiW\, PapeUfoUm Zill Wake inWo accoXnW all UiVkV
WhaW aUe pUeVenWed b\ pUoceVVing Whe UeleYanW PeUVonal DaWa, in paUWicXlaU Whe UiVk
aVVociaWed ZiWh Whe occXUUence of a PeUVonal DaWa BUeach, and an\ WUanVfeU
aVVeVVmenWV compleWed aV paUW of Whe aVVeVVmenW foU an\ appUopUiaWe
SXpplemenWaU\ MeaVXUeV.

9. DHOHWLRQ RU UHWXUQ RI GDWD

(a) PapeUfoUm Zill, aW Whe DaWa E[poUWeU¶V ZUiWWen UeqXeVW, eiWheU VecXUel\ deleWe oU
VecXUel\ UeWXUn all Whe PeUVonal DaWa Wo Whe DaWa E[poUWeU in VXch foUm aV Whe DaWa
E[poUWeU UeaVonabl\ UeqXeVWV afWeU Whe eaUlieU of:

(i) Whe end of Whe pUoYiVion of Whe UeleYanW SeUYiceV UelaWed Wo pUoceVVing; oU

(ii) once pUoceVVing b\ PapeUfoUm of an\ PeUVonal DaWa iV no longeU UeqXiUed foU
Whe pXUpoVe of PapeUfoUm¶V peUfoUmance of iWV UeleYanW obligaWionV XndeU Whe
TeUmV and WhiV AgUeemenW,



and VecXUel\ deleWe e[iVWing copieV (XnleVV VWoUage of an\ daWa iV UeqXiUed b\
Applicable LaZ and, if Vo, Whe DaWa E[poUWeU Zill infoUm PapeUfoUm of an\ VXch
UeqXiUemenW).

(b) PapeUfoUm Vhall pUoYide ZUiWWen ceUWificaWion Wo Whe DaWa E[poUWeU WhaW iW, and each
AppUoYed SXbpUoceVVoU, haV fXll\ complied ZiWh WhiV VecWion 9.

10. AXGLW ULJKWV

(a) WiWhoXW limiWing an\ oWheU UighW of Whe DaWa E[poUWeU XndeU Whe TeUmV, PapeUfoUm Zill
mainWain compleWe, accXUaWe and Xp Wo daWe ZUiWWen UecoUdV of all caWegoUieV of
pUoceVVing acWiYiWieV caUUied oXW on behalf of Whe DaWa E[poUWeU, conWaining VXch
infoUmaWion aV Whe DaWa E[poUWeU ma\ UeaVonabl\ UeqXiUe, inclXding:

(i) Whe name and conWacW deWailV of PapeUfoUm¶V UepUeVenWaWiYe and daWa
pUoWecWion officeU (if an\);

(ii) Whe caWegoUieV of pUoceVVing caUUied oXW on behalf of Whe DaWa E[poUWeU;

(iii) ZheUe applicable, deWailV of WUanVfeUV of DaWa E[poUWeU PeUVonal DaWa Wo a
WhiUd coXnWU\ oU an inWeUnaWional oUganiVaWion; and

(iY) a geneUal deVcUipWion of Whe Wechnical and oUganiVaWional VecXUiW\ meaVXUeV
emplo\ed b\ PapeUfoUm.

(b) PapeUfoUm Zill make aYailable Wo Whe DaWa E[poUWeU on UeqXeVW:

(i) copieV of Whe UecoUdV XndeU VecWion 10(a); and

(ii) VXch oWheU infoUmaWion aV Whe DaWa E[poUWeU UeaVonabl\ UeqXiUeV Wo
demonVWUaWe PapeUfoUm¶V compliance ZiWh iWV obligaWionV XndeU DaWa
PUoWecWion LaZV and WhiV AgUeemenW.

(c) PapeUfoUm Zill alloZ foU and conWUibXWe Wo aXdiWV, inclXding inVpecWionV, condXcWed b\
Whe DaWa E[poUWeU oU anoWheU aXdiWoU mandaWed b\ Whe DaWa E[poUWeU foU Whe pXUpoVe
of demonVWUaWing compliance b\ PapeUfoUm ZiWh iWV obligaWionV XndeU DaWa PUoWecWion
LaZV and WhiV AgUeemenW pUoYided WhaW Whe DaWa E[poUWeU pUoYideV PapeUfoUm ZiWh
UeaVonable pUioU noWice.

(d) PapeUfoUm Zill UeVolYe, aW iWV oZn coVW and e[penVe, all daWa pUoWecWion and VecXUiW\
iVVXeV diVcoYeUed b\ Whe DaWa E[poUWeU WhaW ma\ conVWiWXWe a bUeach oU poWenWial
bUeach b\ PapeUfoUm of iWV obligaWionV XndeU WhiV AgUeemenW.

11. AFFHVV E\ PXEOLF AXWKRULWLHV

(a) PapeUfoUm agUeeV Wo noWif\ Whe DaWa E[poUWeU and ZheUe poVVible, an\ affecWed DaWa
SXbjecWV (if neceVVaU\, ZiWh Whe help of Whe DaWa E[poUWeU) in accoUdance ZiWh claXVe
15 of Whe SWandaUd ConWUacWXal ClaXVeV, if iW:

(i) UeceiYeV a legall\ binding UeqXeVW fUom a pXblic aXWhoUiW\ XndeU Whe laZV of
Whe coXnWU\ of deVWinaWion foU Whe diVcloVXUe of DaWa E[poUWeU PeUVonal DaWa,
ZiWh Whe noWificaWion inclXding:

A. infoUmaWion aboXW Whe DaWa E[poUWeU PeUVonal DaWa UeqXeVWed;

B. Whe UeqXeVWing aXWhoUiW\; and



C. Whe legal baViV foU Whe UeqXeVW, oU

(ii) becomeV aZaUe of an\ diUecW acceVV b\ pXblic aXWhoUiWieV Wo DaWa E[poUWeU
PeUVonal DaWa in accoUdance ZiWh Whe laZV of Whe coXnWU\ of deVWinaWion ZiWh
Whe noWificaWion inclXding all infoUmaWion aYailable Wo PapeUfoUm.

(b) WiWh UeVpecW Wo Whe legall\ binding UeqXeVWV oU diUecW acceVV b\ pXblic aXWhoUiWieV in
VecWion 11(a) aboYe, PapeUfoUm agUeeV Wo:

(i) XVe iWV beVW effoUWV Wo obWain a ZaiYeU againVW an\ pUohibiWion againVW noWif\ing
Whe DaWa E[poUWeU and Wo docXmenW WheVe effoUWV;

(ii) ZheUe peUmiVVible XndeU Whe laZV of Whe coXnWU\ of deVWinaWion, Wo pUoYide Whe
DaWa E[poUWeU aW UegXlaU inWeUYalV aV mXch UeleYanW infoUmaWion aV poVVible
on Whe UeqXeVWV UeceiYed b\ pXblic aXWhoUiWieV in Whe coXnWU\ of deVWinaWion,
inclXding;

A. nXmbeU of UeqXeVWV;

B. W\pe of DaWa E[poUWeU PeUVonal DaWa UeqXeVWed;

C. UeqXeVWing aXWhoUiWieV; and

D. ZheWheU WheVe UeqXeVWV haYe been challenged and Whe oXWcome of WhoVe
challengeV, and

(iii) UeYieZ Whe legaliW\ of an\ UeqXeVWV foU diVcloVXUe and Wo challenge WhoVe
UeqXeVWV if WheUe aUe UeaVonable gUoXndV Wo do Vo, docXmenWing an\ UeYieZV
oU challengeV and pUoYiding WheVe Wo Whe DaWa E[poUWeU ZheUe peUmiVVible,
and Wo Whe UeleYanW VXpeUYiVoU\ aXWhoUiW\ on UeqXeVW; and

(iY) pXUVXe poVVibiliWieV of appeal againVW Whe UeqXeVWV foU diVcloVXUe.

(c) If PapeUfoUm iV UeqXiUed Wo pUoYide an\ diVcloVXUeV aV deWailed in WhiV VecWion 11, iW Zill
onl\ pUoYide Whe amoXnW of infoUmaWion UeqXiUed Wo compl\ ZiWh Whe UeqXeVW.

12. DHILQLWLRQV

(a) FoU pXUpoVeV of WhiV AgUeemenW onl\, Whe folloZing WeUmV Vhall haYe Whe meaningV VeW
oXW beloZ and an\ oWheU capiWaliVed WeUmV noW defined heUein Vhall UeWain Whe meaning
aVcUibed Wo Whem in Whe TeUmV:

ASSOLFDEOH LDZV meanV:

(i) EXUopean Union oU MembeU SWaWe laZV ZiWh UeVpecW Wo an\ DaWa E[poUWeU
PeUVonal DaWa WhaW Whe DaWa E[poUWeU iV VXbjecW Wo; and

(ii) an\ oWheU applicable laZ ZiWh UeVpecW Wo an\ DaWa E[poUWeU PeUVonal DaWa WhaW
Whe DaWa E[poUWeU iV VXbjecW Wo;

DDWD E[SRUWHU PHUVRQDO DDWD meanV an\ PeUVonal DaWa pUoceVVed b\ PapeUfoUm oU
an AppUoYed SXbpUoceVVoU on behalf of Whe DaWa E[poUWeU pXUVXanW Wo oU in
connecWion ZiWh Whe AgUeemenW; and

DDWD PURWHFWLRQ LDZV meanV EU DiUecWiYe 95/46/EC, aV WUanVpoVed inWo domeVWic
legiVlaWion of each MembeU SWaWe and aV amended, Ueplaced oU VXpeUVeded fUom Wime
Wo Wime, inclXding b\ Whe EU GeneUal DaWa PUoWecWion RegXlaWion 2016/679 (³GDPR´)



and laZV implemenWing oU VXpplemenWing Whe GDPR and an\ daWa pUoWecWion laZV
VXbVWanWiall\ amending, Ueplacing oU VXpeUVeding Whe GDPR folloZing an\ e[iW b\ Whe
UniWed Kingdom fUom Whe EXUopean Union and, onl\ Wo Whe e[WenW applicable, Whe daWa
pUoWecWion oU pUiYac\ laZV of an\ oWheU coXnWU\;

GDPR meanV Whe EU GeneUal DaWa PUoWecWion RegXlaWion 2016/679;

PDSHUIRUP meanV Whe applicable PapeUfoUm EnWiW\ WhaW pUoYideV Whe SeUYiceV, aV
deVignaWed in Whe TeUmV;

PDSHUIRUP EQWLWLHV meanV PapeUfoUm PW\ LWd (615 732 682) and / oU PapeUfoUm
(C4620794).

RHSUHVHQWDWLYH meanV, in UeVpecW of a paUW\, an\ peUVon acWing foU oU on behalf of Whe
paUW\ and inclXdeV an\ diUecWoU, officeU, emplo\ee, agenW, conWUacWoU oU VXb-conWUacWoU
of Whe paUW\;

RHVWULFWHG TUDQVIHU meanV:

(i) a WUanVfeU of DaWa E[poUWeU PeUVonal DaWa fUom Whe DaWa E[poUWeU Wo
PapeUfoUm oU an AppUoYed SXbpUoceVVoU; oU

(ii) an onZaUd WUanVfeU of DaWa E[poUWeU PeUVonal DaWa fUom PapeUfoUm oU an
AppUoYed SXbpUoceVVoU Wo anoWheU AppUoYed SXbpUoceVVoU,

(iii) in each caVe, ZheUe VXch WUanVfeU ZoXld be pUohibiWed b\ DaWa PUoWecWion
LaZV (oU b\ Whe WeUmV of daWa WUanVfeU agUeemenWV pXW in place Wo addUeVV Whe
daWa WUanVfeU UeVWUicWionV of DaWa PUoWecWion LaZV) in Whe abVence of Whe
appUopUiaWe VafegXaUdV aV VeW foUWh in aUWicle 46 of Whe GDPR;

SHUYLFHV meanV Whe VeUYiceV and oWheU acWiYiWieV Wo be VXpplied Wo oU caUUied oXW b\ oU
on behalf of PapeUfoUm foU Whe DaWa E[poUWeU pXUVXanW Wo Whe TeUmV;

SWDQGDUG CRQWUDFWXDO CODXVHV meanV Whe conWUacWXal claXVeV VeW oXW in Whe
DeciVion of Whe CommiVVion of Whe EXUopean Union 2021/194 and Whe modXle of
WheVe conWUacWXal claXVeV Zhich iV applicable Wo Whe ViWXaWion beWZeen Whe DaWa
E[poUWeU and Whe DaWa ImpoUWeU (oU an\ UeplacemenW EXUopean CommiVVion VWandaUd
conWUacWXal claXVeV fUom Wime Wo Wime);

ASSURYHG SXESURFHVVRU meanV an\ peUVon (inclXding an\ WhiUd paUW\, bXW e[clXding
an emplo\ee oU independenW conWUacWoU of PapeUfoUm) appoinWed b\ oU on behalf of
PapeUfoUm Wo pUoceVV PeUVonal DaWa on behalf of Whe DaWa E[poUWeU in connecWion
ZiWh Whe TeUmV Zhich haV been aXWhoUiVed (WhUoXgh geneUal oU Vpecific aXWhoUiVaWion)
b\ Whe DaWa E[poUWeU Wo pUoceVV PeUVonal DaWa on behalf of Whe DaWa E[poUWeU and
Zhich haV agUeed Wo a ZUiWWen conWUacW ZiWh Whe Vame leYel of pUoWecWion aV XndeU
WheVe TeUmV and Whe SWandaUd ConWUacWXal ClaXVeV in SchedXle 1 in accoUdance ZiWh
claXVe 9 of Whe SWandaUd ConWUacWXal ClaXVeV.

SXSSOHPHQWDU\ MHDVXUHV meanV an\ addiWional Wechnical, oUganiVaWional,
conWUacWXal oU oWheU meaVXUeV adopWed b\ agUeemenW beWZeen Whe DaWa E[poUWeU and
PapeUfoUm afWeU XndeUWaking Whe aVVeVVmenW and VWepV oXWlined in Whe EXUopean DaWa
PUoWecWion BoaUd¶V RecommendaWionV 01/2020, oU oWheU VimilaU RecommendaWionV
pXbliVhed b\ Whe EXUopean DaWa PUoWecWion BoaUd fUom Wime Wo Wime.

(c) The WeUmV ³CRQWUROOHU´, ³DDWD SXEMHFW´, ³PHUVRQDO DDWD´, ³PHUVRQDO DDWD BUHDFK´,
³SURFHVV/SURFHVVLQJ´, ³PURFHVVRU´ and ³SXSHUYLVRU\ AXWKRULW\´ Vhall haYe Whe



Vame meaning aV in aUWicle 4 of Whe GDPR. The ZoUdV ³inclXde/inclXding´ Vhall be
conVWUXed Wo mean inclXde ZiWhoXW limiWaWion.

(d) In WhiV AgUeemenW UefeUenceV Wo:

(i) a µVecWion¶ meanV a VecWion ZiWhin Whe AgUeemenW; and

(ii) a µclaXVe¶ meanV a claXVe ZiWhin Whe SWandaUd ConWUacWXal ClaXVeV aW
SchedXle 1.

SFKHGXOH 1: STANDARD CONTRACT8AL CLA8SES

FoU Whe pXUpoVeV of AUWicle 46(2)(c) of RegXlaWion (EU) 2016/679 foU Whe WUanVfeU of peUVonal daWa Wo
pUoceVVoUV eVWabliVhed in WhiUd coXnWUieV Zhich do noW enVXUe an adeqXaWe leYel of daWa pUoWecWion,
Whe paUWieV (each a ³paUW\´) Vpecified in ANNEX I haYe agUeed on Whe folloZing SWandaUd ConWUacWXal
ClaXVeV in oUdeU Wo addXce adeqXaWe VafegXaUdV ZiWh UeVpecW Wo Whe pUoWecWion of pUiYac\ and
fXndamenWal UighWV and fUeedomV of indiYidXalV foU Whe WUanVfeU b\ Whe daWa e[poUWeU Wo Whe daWa
impoUWeU of Whe peUVonal daWa Vpecified in ANNEX I.B.

TheVe SWandaUd ConWUacWXal ClaXVeV XVe ModXle TZo ± ConWUolleU Wo PUoceVVoU.

The PaUWieV (each a ³paUW\´; WogeWheU ³Whe paUWieV´) liVWed in ANNEX I HAVE AGREED on Whe folloZing
SWandaUd ConWUacWXal ClaXVeV (WKH CODXVHV).

STANDARD CONTRACT8AL CLA8SES

SECTION I

COaXVe 1

PXUSRVe and VcRSe

(a) The pXUpoVe of WheVe VWandaUd conWUacWXal claXVeV iV Wo enVXUe compliance ZiWh Whe
UeqXiUemenWV of RegXlaWion (EU) 2016/679 of Whe EXUopean PaUliamenW and of Whe CoXncil of
27 ApUil 2016 on Whe pUoWecWion of naWXUal peUVonV ZiWh UegaUd Wo Whe pUoceVVing of peUVonal
daWa and on Whe fUee moYemenW of VXch daWa (GeneUal DaWa PUoWecWion RegXlaWion) foU Whe1

WUanVfeU of peUVonal daWa Wo a WhiUd coXnWU\.

(b) The PaUWieV:

(i) Whe naWXUal oU legal peUVon(V), pXblic aXWhoUiW\/ieV, agenc\/ieV oU oWheU bod\/ieV
(heUeinafWeU ³enWiW\/ieV´) WUanVfeUUing Whe peUVonal daWa, aV liVWed in Anne[ I.A.
(heUeinafWeU each ³daWa e[poUWeU´), and

1 WheUe Whe daWa e[poUWeU iV a pUoceVVoU VXbjecW Wo RegXlaWion (EU) 2016/679 acWing on behalf of a Union
inVWiWXWion oU bod\ aV conWUolleU, Ueliance on WheVe ClaXVeV Zhen engaging anoWheU pUoceVVoU (VXb-pUoceVVing)
noW VXbjecW Wo RegXlaWion (EU) 2016/679 alVo enVXUeV compliance ZiWh AUWicle 29(4) of RegXlaWion (EU)
2018/1725 of Whe EXUopean PaUliamenW and of Whe CoXncil of 23 OcWobeU 2018 on Whe pUoWecWion of naWXUal
peUVonV ZiWh UegaUd Wo Whe pUoceVVing of peUVonal daWa b\ Whe Union inVWiWXWionV, bodieV, officeV and agencieV and
on Whe fUee moYemenW of VXch daWa, and Uepealing RegXlaWion (EC) No 45/2001 and DeciVion No 1247/2002/EC
(OJ L 295, 21.11.2018, p. 39), Wo Whe e[WenW WheVe ClaXVeV and Whe daWa pUoWecWion obligaWionV aV VeW oXW in Whe
conWUacW oU oWheU legal acW beWZeen Whe conWUolleU and Whe pUoceVVoU pXUVXanW Wo AUWicle 29(3) of RegXlaWion (EU)
2018/1725 aUe aligned. ThiV Zill in paUWicXlaU be Whe caVe ZheUe Whe conWUolleU and pUoceVVoU Uel\ on Whe VWandaUd
conWUacWXal claXVeV inclXded in DeciVion 2021/915.



(ii) Whe enWiW\/ieV in a WhiUd coXnWU\ UeceiYing Whe peUVonal daWa fUom Whe daWa e[poUWeU,
diUecWl\ oU indiUecWl\ Yia anoWheU enWiW\ alVo PaUW\ Wo WheVe ClaXVeV, aV liVWed in Anne[
I.A. (heUeinafWeU each ³daWa impoUWeU´)

haYe agUeed Wo WheVe VWandaUd conWUacWXal claXVeV (heUeinafWeU: ³ClaXVeV´).

(c) TheVe ClaXVeV appl\ ZiWh UeVpecW Wo Whe WUanVfeU of peUVonal daWa aV Vpecified in Anne[ I.B.

(d) The Appendi[ Wo WheVe ClaXVeV conWaining Whe Anne[eV UefeUUed Wo WheUein foUmV an inWegUal
paUW of WheVe ClaXVeV.

COaXVe 2

EffecW and inYaUiabiliW\ Rf Whe ClaXVeV

(a) TheVe ClaXVeV VeW oXW appUopUiaWe VafegXaUdV, inclXding enfoUceable daWa VXbjecW UighWV and
effecWiYe legal UemedieV, pXUVXanW Wo AUWicle 46(1) and AUWicle 46 (2)(c) of RegXlaWion (EU)
2016/679 and, ZiWh UeVpecW Wo daWa WUanVfeUV fUom conWUolleUV Wo pUoceVVoUV and/oU pUoceVVoUV
Wo pUoceVVoUV, VWandaUd conWUacWXal claXVeV pXUVXanW Wo AUWicle 28(7) of RegXlaWion (EU)
2016/679, pUoYided Whe\ aUe noW modified, e[cepW Wo VelecW Whe appUopUiaWe ModXle(V) oU Wo
add oU XpdaWe infoUmaWion in Whe Appendi[. ThiV doeV noW pUeYenW Whe PaUWieV fUom inclXding
Whe VWandaUd conWUacWXal claXVeV laid doZn in WheVe ClaXVeV in a ZideU conWUacW and/oU Wo add
oWheU claXVeV oU addiWional VafegXaUdV, pUoYided WhaW Whe\ do noW conWUadicW, diUecWl\ oU
indiUecWl\, WheVe ClaXVeV oU pUejXdice Whe fXndamenWal UighWV oU fUeedomV of daWa VXbjecWV.

(b) TheVe ClaXVeV aUe ZiWhoXW pUejXdice Wo obligaWionV Wo Zhich Whe daWa e[poUWeU iV VXbjecW b\
YiUWXe of RegXlaWion (EU) 2016/679.

COaXVe 3

ThiUd-SaUW\ beneficiaUieV

(a) DaWa VXbjecWV ma\ inYoke and enfoUce WheVe ClaXVeV, aV WhiUd-paUW\ beneficiaUieV, againVW Whe
daWa e[poUWeU and/oU daWa impoUWeU, ZiWh Whe folloZing e[cepWionV:

(i) ClaXVe 1, ClaXVe 2, ClaXVe 3, ClaXVe 6, ClaXVe 7;

(ii) ClaXVe 8.1(b), 8.9(a), (c), (d) and (e);

(iii) ClaXVe 9(a), (c), (d) and (e);

(iY) ClaXVe 12(a), (d) and (f)

(Y) ClaXVe 13;

(Yi) ClaXVe 15.1(c), (d) and (e);

(Yii) ClaXVe 16(e);

(Yiii) ClaXVe 18 (a) and (b).

(b) PaUagUaph (a) iV ZiWhoXW pUejXdice Wo UighWV of daWa VXbjecWV XndeU RegXlaWion (EU) 2016/679.

COaXVe 4

InWeUSUeWaWiRn

(a) WheUe WheVe ClaXVeV XVe WeUmV WhaW aUe defined in RegXlaWion (EU) 2016/679, WhoVe WeUmV
Vhall haYe Whe Vame meaning aV in WhaW RegXlaWion.



(b) TheVe ClaXVeV Vhall be Uead and inWeUpUeWed in Whe lighW of Whe pUoYiVionV of RegXlaWion (EU)
2016/679.

(c) TheVe ClaXVeV Vhall noW be inWeUpUeWed in a Za\ WhaW conflicWV ZiWh UighWV and obligaWionV
pUoYided foU in RegXlaWion (EU) 2016/679.

COaXVe 5

HieUaUch\

In Whe eYenW of a conWUadicWion beWZeen WheVe ClaXVeV and Whe pUoYiVionV of UelaWed agUeemenWV
beWZeen Whe PaUWieV, e[iVWing aW Whe Wime WheVe ClaXVeV aUe agUeed oU enWeUed inWo WheUeafWeU, WheVe
ClaXVeV Vhall pUeYail.

COaXVe 6

DeVcUiSWiRn Rf Whe WUanVfeUV(V)

The deWailV of Whe WUanVfeU(V), and in paUWicXlaU Whe caWegoUieV of peUVonal daWa WhaW aUe WUanVfeUUed and
Whe pXUpoVe(V) foU Zhich Whe\ aUe WUanVfeUUed, aUe Vpecified in Anne[ I.B.

COaXVe 7

DRcking claXVe

(a) An enWiW\ WhaW iV noW a PaUW\ Wo WheVe ClaXVeV ma\, ZiWh Whe agUeemenW of Whe PaUWieV, accede
Wo WheVe ClaXVeV aW an\ Wime, eiWheU aV a daWa e[poUWeU oU aV a daWa impoUWeU, b\ compleWing
Whe Appendi[ and Vigning Anne[ I.A.

(b) Once iW haV compleWed Whe Appendi[ and Vigned Anne[ I.A, Whe acceding enWiW\ Vhall become
a PaUW\ Wo WheVe ClaXVeV and haYe Whe UighWV and obligaWionV of a daWa e[poUWeU oU daWa
impoUWeU in accoUdance ZiWh iWV deVignaWion in Anne[ I.A.

(c) The acceding enWiW\ Vhall haYe no UighWV oU obligaWionV aUiVing XndeU WheVe ClaXVeV fUom Whe
peUiod pUioU Wo becoming a PaUW\.

SECTION II ± OBLIGATIONS OF THE PARTIES

COaXVe 8

DaWa SURWecWiRn VafegXaUdV

The daWa e[poUWeU ZaUUanWV WhaW iW haV XVed UeaVonable effoUWV Wo deWeUmine WhaW Whe daWa impoUWeU iV
able, WhUoXgh Whe implemenWaWion of appUopUiaWe Wechnical and oUganiVaWional meaVXUeV, Wo VaWiVf\ iWV
obligaWionV XndeU WheVe ClaXVeV.

8.1 IQVWUXFWLRQV

(a) The daWa impoUWeU Vhall pUoceVV Whe peUVonal daWa onl\ on docXmenWed inVWUXcWionV fUom Whe
daWa e[poUWeU. The daWa e[poUWeU ma\ giYe VXch inVWUXcWionV WhUoXghoXW Whe dXUaWion of Whe
conWUacW.

(b) The daWa impoUWeU Vhall immediaWel\ infoUm Whe daWa e[poUWeU if iW iV Xnable Wo folloZ WhoVe
inVWUXcWionV.

8.2 PXUSRVH OLPLWDWLRQ



The daWa impoUWeU Vhall pUoceVV Whe peUVonal daWa onl\ foU Whe Vpecific pXUpoVe(V) of Whe WUanVfeU, aV
VeW oXW in Anne[ I.B, XnleVV on fXUWheU inVWUXcWionV fUom Whe daWa e[poUWeU.

8.3 TUDQVSDUHQF\

On UeqXeVW, Whe daWa e[poUWeU Vhall make a cop\ of WheVe ClaXVeV, inclXding Whe Appendi[ aV
compleWed b\ Whe PaUWieV, aYailable Wo Whe daWa VXbjecW fUee of chaUge. To Whe e[WenW neceVVaU\ Wo
pUoWecW bXVineVV VecUeWV oU oWheU confidenWial infoUmaWion, inclXding Whe meaVXUeV deVcUibed in Anne[
II and peUVonal daWa, Whe daWa e[poUWeU ma\ UedacW paUW of Whe We[W of Whe Appendi[ Wo WheVe ClaXVeV
pUioU Wo VhaUing a cop\, bXW Vhall pUoYide a meaningfXl VXmmaU\ ZheUe Whe daWa VXbjecW ZoXld
oWheUZiVe noW be able Wo XndeUVWand Whe iWV conWenW oU e[eUciVe hiV/heU UighWV. On UeqXeVW, Whe PaUWieV
Vhall pUoYide Whe daWa VXbjecW ZiWh Whe UeaVonV foU Whe UedacWionV, Wo Whe e[WenW poVVible ZiWhoXW
UeYealing Whe UedacWed infoUmaWion. ThiV ClaXVe iV ZiWhoXW pUejXdice Wo Whe obligaWionV of Whe daWa
e[poUWeU XndeU AUWicleV 13 and 14 of RegXlaWion (EU) 2016/679.

8.4 AFFXUDF\

If Whe daWa impoUWeU becomeV aZaUe WhaW Whe peUVonal daWa iW haV UeceiYed iV inaccXUaWe, oU haV
become oXWdaWed, iW Vhall infoUm Whe daWa e[poUWeU ZiWhoXW XndXe dela\. In WhiV caVe, Whe daWa impoUWeU
Vhall coopeUaWe ZiWh Whe daWa e[poUWeU Wo eUaVe oU UecWif\ Whe daWa.

8.5 DXUDWLRQ RI SURFHVVLQJ DQG HUDVXUH RU UHWXUQ RI GDWD

PUoceVVing b\ Whe daWa impoUWeU Vhall onl\ Wake place foU Whe dXUaWion Vpecified in Anne[ I.B. AfWeU Whe
end of Whe pUoYiVion of Whe pUoceVVing VeUYiceV, Whe daWa impoUWeU Vhall, aW Whe choice of Whe daWa
e[poUWeU, deleWe all peUVonal daWa pUoceVVed on behalf of Whe daWa e[poUWeU and ceUWif\ Wo Whe daWa
e[poUWeU WhaW iW haV done Vo, oU UeWXUn Wo Whe daWa e[poUWeU all peUVonal daWa pUoceVVed on iWV behalf
and deleWe e[iVWing copieV. UnWil Whe daWa iV deleWed oU UeWXUned, Whe daWa impoUWeU Vhall conWinXe Wo
enVXUe compliance ZiWh WheVe ClaXVeV. In caVe of local laZV applicable Wo Whe daWa impoUWeU WhaW
pUohibiW UeWXUn oU deleWion of Whe peUVonal daWa, Whe daWa impoUWeU ZaUUanWV WhaW iW Zill conWinXe Wo
enVXUe compliance ZiWh WheVe ClaXVeV and Zill onl\ pUoceVV iW Wo Whe e[WenW and foU aV long aV
UeqXiUed XndeU WhaW local laZ. ThiV iV ZiWhoXW pUejXdice Wo ClaXVe 14, in paUWicXlaU Whe UeqXiUemenW foU
Whe daWa impoUWeU XndeU ClaXVe 14(e) Wo noWif\ Whe daWa e[poUWeU WhUoXghoXW Whe dXUaWion of Whe
conWUacW if iW haV UeaVon Wo belieYe WhaW iW iV oU haV become VXbjecW Wo laZV oU pUacWiceV noW in line ZiWh
Whe UeqXiUemenWV XndeU ClaXVe 14(a).

8.6 SHFXULW\ RI SURFHVVLQJ

(a) The daWa impoUWeU and, dXUing WUanVmiVVion, alVo Whe daWa e[poUWeU Vhall implemenW
appUopUiaWe Wechnical and oUganiVaWional meaVXUeV Wo enVXUe Whe VecXUiW\ of Whe daWa,
inclXding pUoWecWion againVW a bUeach of VecXUiW\ leading Wo accidenWal oU XnlaZfXl deVWUXcWion,
loVV, alWeUaWion, XnaXWhoUiVed diVcloVXUe oU acceVV Wo WhaW daWa (heUeinafWeU ³peUVonal daWa
bUeach´). In aVVeVVing Whe appUopUiaWe leYel of VecXUiW\, Whe PaUWieV Vhall Wake dXe accoXnW of
Whe VWaWe of Whe aUW, Whe coVWV of implemenWaWion, Whe naWXUe, Vcope, conWe[W and pXUpoVe(V) of
pUoceVVing and Whe UiVkV inYolYed in Whe pUoceVVing foU Whe daWa VXbjecWV. The PaUWieV Vhall in
paUWicXlaU conVideU haYing UecoXUVe Wo encU\pWion oU pVeXdon\miVaWion, inclXding dXUing
WUanVmiVVion, ZheUe Whe pXUpoVe of pUoceVVing can be fXlfilled in WhaW manneU. In caVe of
pVeXdon\miVaWion, Whe addiWional infoUmaWion foU aWWUibXWing Whe peUVonal daWa Wo a Vpecific
daWa VXbjecW Vhall, ZheUe poVVible, Uemain XndeU Whe e[clXViYe conWUol of Whe daWa e[poUWeU. In
compl\ing ZiWh iWV obligaWionV XndeU WhiV paUagUaph, Whe daWa impoUWeU Vhall aW leaVW implemenW
Whe Wechnical and oUganiVaWional meaVXUeV Vpecified in Anne[ II. The daWa impoUWeU Vhall caUU\
oXW UegXlaU checkV Wo enVXUe WhaW WheVe meaVXUeV conWinXe Wo pUoYide an appUopUiaWe leYel of
VecXUiW\.

(b) The daWa impoUWeU Vhall gUanW acceVV Wo Whe peUVonal daWa Wo membeUV of iWV peUVonnel onl\ Wo
Whe e[WenW VWUicWl\ neceVVaU\ foU Whe implemenWaWion, managemenW and moniWoUing of Whe
conWUacW. IW Vhall enVXUe WhaW peUVonV aXWhoUiVed Wo pUoceVV Whe peUVonal daWa haYe commiWWed
WhemVelYeV Wo confidenWialiW\ oU aUe XndeU an appUopUiaWe VWaWXWoU\ obligaWion of confidenWialiW\.



(c) In Whe eYenW of a peUVonal daWa bUeach conceUning peUVonal daWa pUoceVVed b\ Whe daWa
impoUWeU XndeU WheVe ClaXVeV, Whe daWa impoUWeU Vhall Wake appUopUiaWe meaVXUeV Wo addUeVV
Whe bUeach, inclXding meaVXUeV Wo miWigaWe iWV adYeUVe effecWV. The daWa impoUWeU Vhall alVo
noWif\ Whe daWa e[poUWeU ZiWhoXW XndXe dela\ afWeU haYing become aZaUe of Whe bUeach. SXch
noWificaWion Vhall conWain Whe deWailV of a conWacW poinW ZheUe moUe infoUmaWion can be
obWained, a deVcUipWion of Whe naWXUe of Whe bUeach (inclXding, ZheUe poVVible, caWegoUieV and
appUo[imaWe nXmbeU of daWa VXbjecWV and peUVonal daWa UecoUdV conceUned), iWV likel\
conVeqXenceV and Whe meaVXUeV Waken oU pUopoVed Wo addUeVV Whe bUeach inclXding, ZheUe
appUopUiaWe, meaVXUeV Wo miWigaWe iWV poVVible adYeUVe effecWV. WheUe, and in Vo faU aV, iW iV
noW poVVible Wo pUoYide all infoUmaWion aW Whe Vame Wime, Whe iniWial noWificaWion Vhall conWain Whe
infoUmaWion When aYailable and fXUWheU infoUmaWion Vhall, aV iW becomeV aYailable, VXbVeqXenWl\
be pUoYided ZiWhoXW XndXe dela\.

(d) The daWa impoUWeU Vhall coopeUaWe ZiWh and aVViVW Whe daWa e[poUWeU Wo enable Whe daWa
e[poUWeU Wo compl\ ZiWh iWV obligaWionV XndeU RegXlaWion (EU) 2016/679, in paUWicXlaU Wo noWif\
Whe compeWenW VXpeUYiVoU\ aXWhoUiW\ and Whe affecWed daWa VXbjecWV, Waking inWo accoXnW Whe
naWXUe of pUoceVVing and Whe infoUmaWion aYailable Wo Whe daWa impoUWeU.

8.7 SHQVLWLYH GDWD

WheUe Whe WUanVfeU inYolYeV peUVonal daWa UeYealing Uacial oU eWhnic oUigin, poliWical opinionV, UeligioXV
oU philoVophical beliefV, oU WUade Xnion membeUVhip, geneWic daWa, oU biomeWUic daWa foU Whe pXUpoVe of
XniqXel\ idenWif\ing a naWXUal peUVon, daWa conceUning healWh oU a peUVon¶V Ve[ life oU Ve[Xal
oUienWaWion, oU daWa UelaWing Wo cUiminal conYicWionV and offenceV (heUeinafWeU ³VenViWiYe daWa´), Whe daWa
impoUWeU Vhall appl\ Whe Vpecific UeVWUicWionV and/oU addiWional VafegXaUdV deVcUibed in Anne[ I.B.

8.8 OQZDUG WUDQVIHUV

The daWa impoUWeU Vhall onl\ diVcloVe Whe peUVonal daWa Wo a WhiUd paUW\ on docXmenWed inVWUXcWionV
fUom Whe daWa e[poUWeU. In addiWion, Whe daWa ma\ onl\ be diVcloVed Wo a WhiUd paUW\ locaWed oXWVide Whe
EXUopean Union (in Whe Vame coXnWU\ aV Whe daWa impoUWeU oU in anoWheU WhiUd coXnWU\, heUeinafWeU2

³onZaUd WUanVfeU´) if Whe WhiUd paUW\ iV oU agUeeV Wo be boXnd b\ WheVe ClaXVeV, XndeU Whe appUopUiaWe
ModXle, oU if:

(i) Whe onZaUd WUanVfeU iV Wo a coXnWU\ benefiWWing fUom an adeqXac\ deciVion pXUVXanW Wo
AUWicle 45 of RegXlaWion (EU) 2016/679 WhaW coYeUV Whe onZaUd WUanVfeU;

(ii) Whe WhiUd paUW\ oWheUZiVe enVXUeV appUopUiaWe VafegXaUdV pXUVXanW Wo AUWicleV 46 oU 47
RegXlaWion of (EU) 2016/679 ZiWh UeVpecW Wo Whe pUoceVVing in qXeVWion;

(iii) Whe onZaUd WUanVfeU iV neceVVaU\ foU Whe eVWabliVhmenW, e[eUciVe oU defence of legal
claimV in Whe conWe[W of Vpecific adminiVWUaWiYe, UegXlaWoU\ oU jXdicial pUoceedingV; oU

(iY) Whe onZaUd WUanVfeU iV neceVVaU\ in oUdeU Wo pUoWecW Whe YiWal inWeUeVWV of Whe daWa
VXbjecW oU of anoWheU naWXUal peUVon.

An\ onZaUd WUanVfeU iV VXbjecW Wo compliance b\ Whe daWa impoUWeU ZiWh all Whe oWheU VafegXaUdV XndeU
WheVe ClaXVeV, in paUWicXlaU pXUpoVe limiWaWion.

8.9 DRFXPHQWDWLRQ DQG FRPSOLDQFH

(a) The daWa impoUWeU Vhall pUompWl\ and adeqXaWel\ deal ZiWh enqXiUieV fUom Whe daWa e[poUWeU
WhaW UelaWe Wo Whe pUoceVVing XndeU WheVe ClaXVeV.

2 The AgUeemenW on Whe EXUopean Economic AUea (EEA AgUeemenW) pUoYideV foU Whe e[WenVion of Whe EXUopean
Union¶V inWeUnal maUkeW Wo Whe WhUee EEA SWaWeV Iceland, LiechWenVWein and NoUZa\. The Union daWa pUoWecWion
legiVlaWion, inclXding RegXlaWion (EU) 2016/679, iV coYeUed b\ Whe EEA AgUeemenW and haV been incoUpoUaWed
inWo Anne[ XI WheUeWo. TheUefoUe, an\ diVcloVXUe b\ Whe daWa impoUWeU Wo a WhiUd paUW\ locaWed in Whe EEA doeV noW
qXalif\ aV an onZaUd WUanVfeU foU Whe pXUpoVe of WheVe ClaXVeV.



(b) The PaUWieV Vhall be able Wo demonVWUaWe compliance ZiWh WheVe ClaXVeV. In paUWicXlaU, Whe
daWa impoUWeU Vhall keep appUopUiaWe docXmenWaWion on Whe pUoceVVing acWiYiWieV caUUied oXW on
behalf of Whe daWa e[poUWeU.

(c) The daWa impoUWeU Vhall make aYailable Wo Whe daWa e[poUWeU all infoUmaWion neceVVaU\ Wo
demonVWUaWe compliance ZiWh Whe obligaWionV VeW oXW in WheVe ClaXVeV and aW Whe daWa
e[poUWeU¶V UeqXeVW, alloZ foU and conWUibXWe Wo aXdiWV of Whe pUoceVVing acWiYiWieV coYeUed b\
WheVe ClaXVeV, aW UeaVonable inWeUYalV oU if WheUe aUe indicaWionV of non-compliance. In
deciding on a UeYieZ oU aXdiW, Whe daWa e[poUWeU ma\ Wake inWo accoXnW UeleYanW ceUWificaWionV
held b\ Whe daWa impoUWeU.

(d) The daWa e[poUWeU ma\ chooVe Wo condXcW Whe aXdiW b\ iWVelf oU mandaWe an independenW
aXdiWoU. AXdiWV ma\ inclXde inVpecWionV aW Whe pUemiVeV oU ph\Vical faciliWieV of Whe daWa
impoUWeU and Vhall, ZheUe appUopUiaWe, be caUUied oXW ZiWh UeaVonable noWice.

(e) The PaUWieV Vhall make Whe infoUmaWion UefeUUed Wo in paUagUaphV (b) and (c), inclXding Whe
UeVXlWV of an\ aXdiWV, aYailable Wo Whe compeWenW VXpeUYiVoU\ aXWhoUiW\ on UeqXeVW.

COaXVe 9

UVe Rf VXb-SURceVVRUV

(a) The daWa impoUWeU haV Whe daWa e[poUWeU¶V geneUal aXWhoUiVaWion foU Whe engagemenW of
VXb-pUoceVVoU(V) fUom an agUeed liVW. The daWa impoUWeU Vhall Vpecificall\ infoUm Whe daWa
e[poUWeU in ZUiWing of an\ inWended changeV Wo WhaW liVW WhUoXgh Whe addiWion oU UeplacemenW of
VXb-pUoceVVoUV aW leaVW 14 da\V in adYance, WheUeb\ giYing Whe daWa e[poUWeU VXfficienW Wime Wo
be able Wo objecW Wo VXch changeV pUioU Wo Whe engagemenW of Whe VXb-pUoceVVoU(V). The daWa
impoUWeU Vhall pUoYide Whe daWa e[poUWeU ZiWh Whe infoUmaWion neceVVaU\ Wo enable Whe daWa
e[poUWeU Wo e[eUciVe iWV UighW Wo objecW.

(b) WheUe Whe daWa impoUWeU engageV a VXb-pUoceVVoU Wo caUU\ oXW Vpecific pUoceVVing acWiYiWieV
(on behalf of Whe daWa e[poUWeU), iW Vhall do Vo b\ Za\ of a ZUiWWen conWUacW WhaW pUoYideV foU, in
VXbVWance, Whe Vame daWa pUoWecWion obligaWionV aV WhoVe binding Whe daWa impoUWeU XndeU
WheVe ClaXVeV, inclXding in WeUmV of WhiUd-paUW\ beneficiaU\ UighWV foU daWa VXbjecWV. The3

PaUWieV agUee WhaW, b\ compl\ing ZiWh WhiV ClaXVe, Whe daWa impoUWeU fXlfilV iWV obligaWionV XndeU
ClaXVe 8.8. The daWa impoUWeU Vhall enVXUe WhaW Whe VXb-pUoceVVoU complieV ZiWh Whe
obligaWionV Wo Zhich Whe daWa impoUWeU iV VXbjecW pXUVXanW Wo WheVe ClaXVeV.

(c) The daWa impoUWeU Vhall pUoYide, aW Whe daWa e[poUWeU¶V UeqXeVW, a cop\ of VXch a
VXb-pUoceVVoU agUeemenW and an\ VXbVeqXenW amendmenWV Wo Whe daWa e[poUWeU. To Whe
e[WenW neceVVaU\ Wo pUoWecW bXVineVV VecUeWV oU oWheU confidenWial infoUmaWion, inclXding
peUVonal daWa, Whe daWa impoUWeU ma\ UedacW Whe We[W of Whe agUeemenW pUioU Wo VhaUing a cop\.

(d) The daWa impoUWeU Vhall Uemain fXll\ UeVponVible Wo Whe daWa e[poUWeU foU Whe peUfoUmance of
Whe VXb-pUoceVVoU¶V obligaWionV XndeU iWV conWUacW ZiWh Whe daWa impoUWeU. The daWa impoUWeU
Vhall noWif\ Whe daWa e[poUWeU of an\ failXUe b\ Whe VXb-pUoceVVoU Wo fXlfil iWV obligaWionV XndeU
WhaW conWUacW.

(e) The daWa impoUWeU Vhall agUee a WhiUd-paUW\ beneficiaU\ claXVe ZiWh Whe VXb-pUoceVVoU ZheUeb\
- in Whe eYenW Whe daWa impoUWeU haV facWXall\ diVappeaUed, ceaVed Wo e[iVW in laZ oU haV
become inVolYenW - Whe daWa e[poUWeU Vhall haYe Whe UighW Wo WeUminaWe Whe VXb-pUoceVVoU
conWUacW and Wo inVWUXcW Whe VXb-pUoceVVoU Wo eUaVe oU UeWXUn Whe peUVonal daWa.

3 ThiV UeqXiUemenW ma\ be VaWiVfied b\ Whe VXb-pUoceVVoU acceding Wo WheVe ClaXVeV XndeU Whe appUopUiaWe
ModXle, in accoUdance ZiWh ClaXVe 7.



COaXVe 10

DaWa VXbjecW UighWV

(a) The daWa impoUWeU Vhall pUompWl\ noWif\ Whe daWa e[poUWeU of an\ UeqXeVW iW haV UeceiYed fUom a
daWa VXbjecW. IW Vhall noW UeVpond Wo WhaW UeqXeVW iWVelf XnleVV iW haV been aXWhoUiVed Wo do Vo
b\ Whe daWa e[poUWeU.

(b) The daWa impoUWeU Vhall aVViVW Whe daWa e[poUWeU in fXlfilling iWV obligaWionV Wo UeVpond Wo daWa
VXbjecWV¶ UeqXeVWV foU Whe e[eUciVe of WheiU UighWV XndeU RegXlaWion (EU) 2016/679. In WhiV
UegaUd, Whe PaUWieV Vhall VeW oXW in Anne[ II Whe appUopUiaWe Wechnical and oUganiVaWional
meaVXUeV, Waking inWo accoXnW Whe naWXUe of Whe pUoceVVing, b\ Zhich Whe aVViVWance Vhall be
pUoYided, aV Zell aV Whe Vcope and Whe e[WenW of Whe aVViVWance UeqXiUed.

(c) In fXlfilling iWV obligaWionV XndeU paUagUaphV (a) and (b), Whe daWa impoUWeU Vhall compl\ ZiWh Whe
inVWUXcWionV fUom Whe daWa e[poUWeU.

COaXVe 11

RedUeVV

(a) The daWa impoUWeU Vhall infoUm daWa VXbjecWV in a WUanVpaUenW and eaVil\ acceVVible foUmaW,
WhUoXgh indiYidXal noWice oU on iWV ZebViWe, of a conWacW poinW aXWhoUiVed Wo handle complainWV.
IW Vhall deal pUompWl\ ZiWh an\ complainWV iW UeceiYeV fUom a daWa VXbjecW.

(b) In caVe of a diVpXWe beWZeen a daWa VXbjecW and one of Whe PaUWieV aV UegaUdV compliance
ZiWh WheVe ClaXVeV, WhaW PaUW\ Vhall XVe iWV beVW effoUWV Wo UeVolYe Whe iVVXe amicabl\ in a
Wimel\ faVhion. The PaUWieV Vhall keep each oWheU infoUmed aboXW VXch diVpXWeV and, ZheUe
appUopUiaWe, coopeUaWe in UeVolYing Whem.

(c) WheUe Whe daWa VXbjecW inYokeV a WhiUd-paUW\ beneficiaU\ UighW pXUVXanW Wo ClaXVe 3, Whe daWa
impoUWeU Vhall accepW Whe deciVion of Whe daWa VXbjecW Wo:

(i) lodge a complainW ZiWh Whe VXpeUYiVoU\ aXWhoUiW\ in Whe MembeU SWaWe of hiV/heU habiWXal
UeVidence oU place of ZoUk, oU Whe compeWenW VXpeUYiVoU\ aXWhoUiW\ pXUVXanW Wo ClaXVe
13;

(ii) UefeU Whe diVpXWe Wo Whe compeWenW coXUWV ZiWhin Whe meaning of ClaXVe 18.

(d) The PaUWieV accepW WhaW Whe daWa VXbjecW ma\ be UepUeVenWed b\ a noW-foU-pUofiW bod\,
oUganiVaWion oU aVVociaWion XndeU Whe condiWionV VeW oXW in AUWicle 80(1) of RegXlaWion (EU)
2016/679.

(e) The daWa impoUWeU Vhall abide b\ a deciVion WhaW iV binding XndeU Whe applicable EU oU
MembeU SWaWe laZ.

(f) The daWa impoUWeU agUeeV WhaW Whe choice made b\ Whe daWa VXbjecW Zill noW pUejXdice hiV/heU
VXbVWanWiYe and pUocedXUal UighWV Wo Veek UemedieV in accoUdance ZiWh applicable laZV.

COaXVe 12

LiabiliW\

(a) Each PaUW\ Vhall be liable Wo Whe oWheU PaUW\/ieV foU an\ damageV iW caXVeV Whe oWheU PaUW\/ieV
b\ an\ bUeach of WheVe ClaXVeV.

(b) The daWa impoUWeU Vhall be liable Wo Whe daWa VXbjecW, and Whe daWa VXbjecW Vhall be enWiWled Wo
UeceiYe compenVaWion, foU an\ maWeUial oU non-maWeUial damageV Whe daWa impoUWeU oU iWV



VXb-pUoceVVoU caXVeV Whe daWa VXbjecW b\ bUeaching Whe WhiUd-paUW\ beneficiaU\ UighWV XndeU
WheVe ClaXVeV.

(c) NoWZiWhVWanding paUagUaph (b), Whe daWa e[poUWeU Vhall be liable Wo Whe daWa VXbjecW, and Whe
daWa VXbjecW Vhall be enWiWled Wo UeceiYe compenVaWion, foU an\ maWeUial oU non-maWeUial
damageV Whe daWa e[poUWeU oU Whe daWa impoUWeU (oU iWV VXb-pUoceVVoU) caXVeV Whe daWa VXbjecW
b\ bUeaching Whe WhiUd-paUW\ beneficiaU\ UighWV XndeU WheVe ClaXVeV. ThiV iV ZiWhoXW pUejXdice
Wo Whe liabiliW\ of Whe daWa e[poUWeU and, ZheUe Whe daWa e[poUWeU iV a pUoceVVoU acWing on
behalf of a conWUolleU, Wo Whe liabiliW\ of Whe conWUolleU XndeU RegXlaWion (EU) 2016/679 oU
RegXlaWion (EU) 2018/1725, aV applicable.

(d) The PaUWieV agUee WhaW if Whe daWa e[poUWeU iV held liable XndeU paUagUaph (c) foU damageV
caXVed b\ Whe daWa impoUWeU (oU iWV VXb-pUoceVVoU), iW Vhall be enWiWled Wo claim back fUom Whe
daWa impoUWeU WhaW paUW of Whe compenVaWion coUUeVponding Wo Whe daWa impoUWeU¶V UeVponVibiliW\
foU Whe damage.

(e) WheUe moUe Whan one PaUW\ iV UeVponVible foU an\ damage caXVed Wo Whe daWa VXbjecW aV a
UeVXlW of a bUeach of WheVe ClaXVeV, all UeVponVible PaUWieV Vhall be joinWl\ and VeYeUall\ liable
and Whe daWa VXbjecW iV enWiWled Wo bUing an acWion in coXUW againVW an\ of WheVe PaUWieV.

(f) The PaUWieV agUee WhaW if one PaUW\ iV held liable XndeU paUagUaph (e), iW Vhall be enWiWled Wo
claim back fUom Whe oWheU PaUW\/ieV WhaW paUW of Whe compenVaWion coUUeVponding Wo iWV / WheiU
UeVponVibiliW\ foU Whe damage.

(g) The daWa impoUWeU ma\ noW inYoke Whe condXcW of a VXb-pUoceVVoU Wo aYoid iWV oZn liabiliW\.

COaXVe 13

SXSeUYiViRn

(a) [WheUe Whe daWa e[poUWeU iV eVWabliVhed in an EU MembeU SWaWe:] The VXpeUYiVoU\ aXWhoUiW\
ZiWh UeVponVibiliW\ foU enVXUing compliance b\ Whe daWa e[poUWeU ZiWh RegXlaWion (EU)
2016/679 aV UegaUdV Whe daWa WUanVfeU, aV indicaWed in Anne[ I.C, Vhall acW aV compeWenW
VXpeUYiVoU\ aXWhoUiW\.

[WheUe Whe daWa e[poUWeU iV noW eVWabliVhed in an EU MembeU SWaWe, bXW fallV ZiWhin Whe
WeUUiWoUial Vcope of applicaWion of RegXlaWion (EU) 2016/679 in accoUdance ZiWh iWV AUWicle 3(2)
and haV appoinWed a UepUeVenWaWiYe pXUVXanW Wo AUWicle 27(1) of RegXlaWion (EU) 2016/679:]
The VXpeUYiVoU\ aXWhoUiW\ of Whe MembeU SWaWe in Zhich Whe UepUeVenWaWiYe ZiWhin Whe meaning
of AUWicle 27(1) of RegXlaWion (EU) 2016/679 iV eVWabliVhed, aV indicaWed in Anne[ I.C, Vhall
acW aV compeWenW VXpeUYiVoU\ aXWhoUiW\.

[WheUe Whe daWa e[poUWeU iV noW eVWabliVhed in an EU MembeU SWaWe, bXW fallV ZiWhin Whe
WeUUiWoUial Vcope of applicaWion of RegXlaWion (EU) 2016/679 in accoUdance ZiWh iWV AUWicle 3(2)
ZiWhoXW hoZeYeU haYing Wo appoinW a UepUeVenWaWiYe pXUVXanW Wo AUWicle 27(2) of RegXlaWion
(EU) 2016/679:] The VXpeUYiVoU\ aXWhoUiW\ of one of Whe MembeU SWaWeV in Zhich Whe daWa
VXbjecWV ZhoVe peUVonal daWa iV WUanVfeUUed XndeU WheVe ClaXVeV in UelaWion Wo Whe offeUing of
goodV oU VeUYiceV Wo Whem, oU ZhoVe behaYioXU iV moniWoUed, aUe locaWed, aV indicaWed in
Anne[ I.C, Vhall acW aV compeWenW VXpeUYiVoU\ aXWhoUiW\.

(b) The daWa impoUWeU agUeeV Wo VXbmiW iWVelf Wo Whe jXUiVdicWion of and coopeUaWe ZiWh Whe
compeWenW VXpeUYiVoU\ aXWhoUiW\ in an\ pUocedXUeV aimed aW enVXUing compliance ZiWh WheVe
ClaXVeV. In paUWicXlaU, Whe daWa impoUWeU agUeeV Wo UeVpond Wo enqXiUieV, VXbmiW Wo aXdiWV and
compl\ ZiWh Whe meaVXUeV adopWed b\ Whe VXpeUYiVoU\ aXWhoUiW\, inclXding Uemedial and
compenVaWoU\ meaVXUeV. IW Vhall pUoYide Whe VXpeUYiVoU\ aXWhoUiW\ ZiWh ZUiWWen confiUmaWion
WhaW Whe neceVVaU\ acWionV haYe been Waken.

SECTION III ± LOCAL LA:S AND OBLIGATIONS IN CASE OF ACCESS B< P8BLIC
A8THORITIES



COaXVe 14

LRcal laZV and SUacWice affecWing cRmSliance ZiWh Whe ClaXVeV

(a) The PaUWieV ZaUUanW WhaW Whe\ haYe no UeaVon Wo belieYe WhaW Whe laZV and pUacWiceV in Whe
WhiUd coXnWU\ of deVWinaWion applicable Wo Whe pUoceVVing of Whe peUVonal daWa b\ Whe daWa
impoUWeU, inclXding an\ UeqXiUemenWV Wo diVcloVe peUVonal daWa oU meaVXUeV aXWhoUiVing
acceVV b\ pXblic aXWhoUiWieV, pUeYenW Whe daWa impoUWeU fUom fXlfilling iWV obligaWionV XndeU
WheVe ClaXVeV. ThiV iV baVed on Whe XndeUVWanding WhaW laZV and pUacWiceV WhaW UeVpecW Whe
eVVence of Whe fXndamenWal UighWV and fUeedomV and do noW e[ceed ZhaW iV neceVVaU\ and
pUopoUWionaWe in a democUaWic VocieW\ Wo VafegXaUd one of Whe objecWiYeV liVWed in AUWicle 23(1)
of RegXlaWion (EU) 2016/679, aUe noW in conWUadicWion ZiWh WheVe ClaXVeV.

(b) The PaUWieV declaUe WhaW in pUoYiding Whe ZaUUanW\ in paUagUaph (a), Whe\ haYe Waken dXe
accoXnW in paUWicXlaU of Whe folloZing elemenWV:

(i) Whe Vpecific ciUcXmVWanceV of Whe WUanVfeU, inclXding Whe lengWh of Whe pUoceVVing chain,
Whe nXmbeU of acWoUV inYolYed and Whe WUanVmiVVion channelV XVed; inWended onZaUd
WUanVfeUV; Whe W\pe of UecipienW; Whe pXUpoVe of pUoceVVing; Whe caWegoUieV and foUmaW of
Whe WUanVfeUUed peUVonal daWa; Whe economic VecWoU in Zhich Whe WUanVfeU occXUV; Whe
VWoUage locaWion of Whe daWa WUanVfeUUed;

(ii) Whe laZV and pUacWiceV of Whe WhiUd coXnWU\ of deVWinaWion± inclXding WhoVe UeqXiUing Whe
diVcloVXUe of daWa Wo pXblic aXWhoUiWieV oU aXWhoUiVing acceVV b\ VXch aXWhoUiWieV ±
UeleYanW in lighW of Whe Vpecific ciUcXmVWanceV of Whe WUanVfeU, and Whe applicable
limiWaWionV and VafegXaUdV;4

(iii) an\ UeleYanW conWUacWXal, Wechnical oU oUganiVaWional VafegXaUdV pXW in place Wo
VXpplemenW Whe VafegXaUdV XndeU WheVe ClaXVeV, inclXding meaVXUeV applied dXUing
WUanVmiVVion and Wo Whe pUoceVVing of Whe peUVonal daWa in Whe coXnWU\ of deVWinaWion.

(c) The daWa impoUWeU ZaUUanWV WhaW, in caUU\ing oXW Whe aVVeVVmenW XndeU paUagUaph (b), iW haV
made iWV beVW effoUWV Wo pUoYide Whe daWa e[poUWeU ZiWh UeleYanW infoUmaWion and agUeeV WhaW iW
Zill conWinXe Wo coopeUaWe ZiWh Whe daWa e[poUWeU in enVXUing compliance ZiWh WheVe ClaXVeV.

(d) The PaUWieV agUee Wo docXmenW Whe aVVeVVmenW XndeU paUagUaph (b) and make iW aYailable Wo
Whe compeWenW VXpeUYiVoU\ aXWhoUiW\ on UeqXeVW.

(e) The daWa impoUWeU agUeeV Wo noWif\ Whe daWa e[poUWeU pUompWl\ if, afWeU haYing agUeed Wo WheVe
ClaXVeV and foU Whe dXUaWion of Whe conWUacW, iW haV UeaVon Wo belieYe WhaW iW iV oU haV become
VXbjecW Wo laZV oU pUacWiceV noW in line ZiWh Whe UeqXiUemenWV XndeU paUagUaph (a), inclXding
folloZing a change in Whe laZV of Whe WhiUd coXnWU\ oU a meaVXUe (VXch aV a diVcloVXUe
UeqXeVW) indicaWing an applicaWion of VXch laZV in pUacWice WhaW iV noW in line ZiWh Whe
UeqXiUemenWV in paUagUaph (a).

4 AV UegaUdV Whe impacW of VXch laZV and pUacWiceV on compliance ZiWh WheVe ClaXVeV, diffeUenW elemenWV ma\ be
conVideUed aV paUW of an oYeUall aVVeVVmenW. SXch elemenWV ma\ inclXde UeleYanW and docXmenWed pUacWical
e[peUience ZiWh pUioU inVWanceV of UeqXeVWV foU diVcloVXUe fUom pXblic aXWhoUiWieV, oU Whe abVence of VXch
UeqXeVWV, coYeUing a VXfficienWl\ UepUeVenWaWiYe Wime-fUame. ThiV UefeUV in paUWicXlaU Wo inWeUnal UecoUdV oU oWheU
docXmenWaWion, dUaZn Xp on a conWinXoXV baViV in accoUdance ZiWh dXe diligence and ceUWified aW VenioU
managemenW leYel, pUoYided WhaW WhiV infoUmaWion can be laZfXll\ VhaUed ZiWh WhiUd paUWieV. WheUe WhiV pUacWical
e[peUience iV Uelied Xpon Wo conclXde WhaW Whe daWa impoUWeU Zill noW be pUeYenWed fUom compl\ing ZiWh WheVe
ClaXVeV, iW needV Wo be VXppoUWed b\ oWheU UeleYanW, objecWiYe elemenWV, and iW iV foU Whe PaUWieV Wo conVideU
caUefXll\ ZheWheU WheVe elemenWV WogeWheU caUU\ VXfficienW ZeighW, in WeUmV of WheiU UeliabiliW\ and
UepUeVenWaWiYeneVV, Wo VXppoUW WhiV conclXVion. In paUWicXlaU, Whe PaUWieV haYe Wo Wake inWo accoXnW ZheWheU WheiU
pUacWical e[peUience iV coUUoboUaWed and noW conWUadicWed b\ pXblicl\ aYailable oU oWheUZiVe acceVVible, Ueliable
infoUmaWion on Whe e[iVWence oU abVence of UeqXeVWV ZiWhin Whe Vame VecWoU and/oU Whe applicaWion of Whe laZ in
pUacWice, VXch aV caVe laZ and UepoUWV b\ independenW oYeUVighW bodieV.



(f) FolloZing a noWificaWion pXUVXanW Wo paUagUaph (e), oU if Whe daWa e[poUWeU oWheUZiVe haV
UeaVon Wo belieYe WhaW Whe daWa impoUWeU can no longeU fXlfil iWV obligaWionV XndeU WheVe
ClaXVeV, Whe daWa e[poUWeU Vhall pUompWl\ idenWif\ appUopUiaWe meaVXUeV (e.g. Wechnical oU
oUganiVaWional meaVXUeV Wo enVXUe VecXUiW\ and confidenWialiW\) Wo be adopWed b\ Whe daWa
e[poUWeU and/oU daWa impoUWeU Wo addUeVV Whe ViWXaWion. The daWa e[poUWeU Vhall VXVpend Whe
daWa WUanVfeU if iW conVideUV WhaW no appUopUiaWe VafegXaUdV foU VXch WUanVfeU can be enVXUed,
oU if inVWUXcWed b\ Whe compeWenW VXpeUYiVoU\ aXWhoUiW\ Wo do Vo. In WhiV caVe, Whe daWa e[poUWeU
Vhall be enWiWled Wo WeUminaWe Whe conWUacW, inVofaU aV iW conceUnV Whe pUoceVVing of peUVonal
daWa XndeU WheVe ClaXVeV. If Whe conWUacW inYolYeV moUe Whan WZo PaUWieV, Whe daWa e[poUWeU
ma\ e[eUciVe WhiV UighW Wo WeUminaWion onl\ ZiWh UeVpecW Wo Whe UeleYanW PaUW\, XnleVV Whe
PaUWieV haYe agUeed oWheUZiVe. WheUe Whe conWUacW iV WeUminaWed pXUVXanW Wo WhiV ClaXVe,
ClaXVe 16(d) and (e) Vhall appl\.

COaXVe 15

ObligaWiRnV Rf Whe daWa imSRUWeU in caVe Rf acceVV b\ SXblic aXWhRUiWieV

15.1 NRWLILFDWLRQ

(a) The daWa impoUWeU agUeeV Wo noWif\ Whe daWa e[poUWeU and, ZheUe poVVible, Whe daWa VXbjecW
pUompWl\ (if neceVVaU\ ZiWh Whe help of Whe daWa e[poUWeU) if iW:

(i) UeceiYeV a legall\ binding UeqXeVW fUom a pXblic aXWhoUiW\, inclXding jXdicial aXWhoUiWieV,
XndeU Whe laZV of Whe coXnWU\ of deVWinaWion foU Whe diVcloVXUe of peUVonal daWa
WUanVfeUUed pXUVXanW Wo WheVe ClaXVeV; VXch noWificaWion Vhall inclXde infoUmaWion aboXW
Whe peUVonal daWa UeqXeVWed, Whe UeqXeVWing aXWhoUiW\, Whe legal baViV foU Whe UeqXeVW
and Whe UeVponVe pUoYided; oU

(ii) becomeV aZaUe of an\ diUecW acceVV b\ pXblic aXWhoUiWieV Wo peUVonal daWa WUanVfeUUed
pXUVXanW Wo WheVe ClaXVeV in accoUdance ZiWh Whe laZV of Whe coXnWU\ of deVWinaWion;
VXch noWificaWion Vhall inclXde all infoUmaWion aYailable Wo Whe impoUWeU.

(b) If Whe daWa impoUWeU iV pUohibiWed fUom noWif\ing Whe daWa e[poUWeU and/oU Whe daWa VXbjecW XndeU
Whe laZV of Whe coXnWU\ of deVWinaWion, Whe daWa impoUWeU agUeeV Wo XVe iWV beVW effoUWV Wo obWain
a ZaiYeU of Whe pUohibiWion, ZiWh a YieZ Wo commXnicaWing aV mXch infoUmaWion aV poVVible, aV
Voon aV poVVible. The daWa impoUWeU agUeeV Wo docXmenW iWV beVW effoUWV in oUdeU Wo be able Wo
demonVWUaWe Whem on UeqXeVW of Whe daWa e[poUWeU.

(c) WheUe peUmiVVible XndeU Whe laZV of Whe coXnWU\ of deVWinaWion, Whe daWa impoUWeU agUeeV Wo
pUoYide Whe daWa e[poUWeU, aW UegXlaU inWeUYalV foU Whe dXUaWion of Whe conWUacW, ZiWh aV mXch
UeleYanW infoUmaWion aV poVVible on Whe UeqXeVWV UeceiYed (in paUWicXlaU, nXmbeU of UeqXeVWV,
W\pe of daWa UeqXeVWed, UeqXeVWing aXWhoUiW\/ieV, ZheWheU UeqXeVWV haYe been challenged and
Whe oXWcome of VXch challengeV, eWc.).

(d) The daWa impoUWeU agUeeV Wo pUeVeUYe Whe infoUmaWion pXUVXanW Wo paUagUaphV (a) Wo (c) foU Whe
dXUaWion of Whe conWUacW and make iW aYailable Wo Whe compeWenW VXpeUYiVoU\ aXWhoUiW\ on
UeqXeVW.

(e) PaUagUaphV (a) Wo (c) aUe ZiWhoXW pUejXdice Wo Whe obligaWion of Whe daWa impoUWeU pXUVXanW Wo
ClaXVe 14(e) and ClaXVe 16 Wo infoUm Whe daWa e[poUWeU pUompWl\ ZheUe iW iV Xnable Wo compl\
ZiWh WheVe ClaXVeV.

15.2 RHYLHZ RI OHJDOLW\ DQG GDWD PLQLPLVDWLRQ

(a) The daWa impoUWeU agUeeV Wo UeYieZ Whe legaliW\ of Whe UeqXeVW foU diVcloVXUe, in paUWicXlaU
ZheWheU iW UemainV ZiWhin Whe poZeUV gUanWed Wo Whe UeqXeVWing pXblic aXWhoUiW\, and Wo
challenge Whe UeqXeVW if, afWeU caUefXl aVVeVVmenW, iW conclXdeV WhaW WheUe aUe UeaVonable
gUoXndV Wo conVideU WhaW Whe UeqXeVW iV XnlaZfXl XndeU Whe laZV of Whe coXnWU\ of deVWinaWion,
applicable obligaWionV XndeU inWeUnaWional laZ and pUincipleV of inWeUnaWional comiW\. The daWa
impoUWeU Vhall, XndeU Whe Vame condiWionV, pXUVXe poVVibiliWieV of appeal. When challenging a



UeqXeVW, Whe daWa impoUWeU Vhall Veek inWeUim meaVXUeV ZiWh a YieZ Wo VXVpending Whe effecWV
of Whe UeqXeVW XnWil Whe compeWenW jXdicial aXWhoUiW\ haV decided on iWV meUiWV. IW Vhall noW
diVcloVe Whe peUVonal daWa UeqXeVWed XnWil UeqXiUed Wo do Vo XndeU Whe applicable pUocedXUal
UXleV. TheVe UeqXiUemenWV aUe ZiWhoXW pUejXdice Wo Whe obligaWionV of Whe daWa impoUWeU XndeU
ClaXVe 14(e).

(b) The daWa impoUWeU agUeeV Wo docXmenW iWV legal aVVeVVmenW and an\ challenge Wo Whe UeqXeVW
foU diVcloVXUe and, Wo Whe e[WenW peUmiVVible XndeU Whe laZV of Whe coXnWU\ of deVWinaWion,
make Whe docXmenWaWion aYailable Wo Whe daWa e[poUWeU. IW Vhall alVo make iW aYailable Wo Whe
compeWenW VXpeUYiVoU\ aXWhoUiW\ on UeqXeVW.

(c) The daWa impoUWeU agUeeV Wo pUoYide Whe minimXm amoXnW of infoUmaWion peUmiVVible Zhen
UeVponding Wo a UeqXeVW foU diVcloVXUe, baVed on a UeaVonable inWeUpUeWaWion of Whe UeqXeVW.

SECTION I9 ± FINAL PRO9ISIONS

COaXVe 16

NRn-cRmSliance ZiWh Whe ClaXVeV and WeUminaWiRn

(a) The daWa impoUWeU Vhall pUompWl\ infoUm Whe daWa e[poUWeU if iW iV Xnable Wo compl\ ZiWh WheVe
ClaXVeV, foU ZhaWeYeU UeaVon.

(b) In Whe eYenW WhaW Whe daWa impoUWeU iV in bUeach of WheVe ClaXVeV oU Xnable Wo compl\ ZiWh
WheVe ClaXVeV, Whe daWa e[poUWeU Vhall VXVpend Whe WUanVfeU of peUVonal daWa Wo Whe daWa
impoUWeU XnWil compliance iV again enVXUed oU Whe conWUacW iV WeUminaWed. ThiV iV ZiWhoXW
pUejXdice Wo ClaXVe 14(f).

(c) The daWa e[poUWeU Vhall be enWiWled Wo WeUminaWe Whe conWUacW, inVofaU aV iW conceUnV Whe
pUoceVVing of peUVonal daWa XndeU WheVe ClaXVeV, ZheUe:

(i) Whe daWa e[poUWeU haV VXVpended Whe WUanVfeU of peUVonal daWa Wo Whe daWa impoUWeU
pXUVXanW Wo paUagUaph (b) and compliance ZiWh WheVe ClaXVeV iV noW UeVWoUed ZiWhin a
UeaVonable Wime and in an\ eYenW ZiWhin one monWh of VXVpenVion;

(ii) Whe daWa impoUWeU iV in VXbVWanWial oU peUViVWenW bUeach of WheVe ClaXVeV; oU

(iii) Whe daWa impoUWeU failV Wo compl\ ZiWh a binding deciVion of a compeWenW coXUW oU
VXpeUYiVoU\ aXWhoUiW\ UegaUding iWV obligaWionV XndeU WheVe ClaXVeV.

(iY) In WheVe caVeV, iW Vhall infoUm Whe compeWenW VXpeUYiVoU\ aXWhoUiW\ of VXch
non-compliance. WheUe Whe conWUacW inYolYeV moUe Whan WZo PaUWieV, Whe daWa e[poUWeU
ma\ e[eUciVe WhiV UighW Wo WeUminaWion onl\ ZiWh UeVpecW Wo Whe UeleYanW PaUW\, XnleVV Whe
PaUWieV haYe agUeed oWheUZiVe.

(d) PeUVonal daWa WhaW haV been WUanVfeUUed pUioU Wo Whe WeUminaWion of Whe conWUacW pXUVXanW Wo
paUagUaph (c) Vhall aW Whe choice of Whe daWa e[poUWeU immediaWel\ be UeWXUned Wo Whe daWa
e[poUWeU oU deleWed in iWV enWiUeW\. The Vame Vhall appl\ Wo an\ copieV of Whe daWa. The daWa
impoUWeU Vhall ceUWif\ Whe deleWion of Whe daWa Wo Whe daWa e[poUWeU. UnWil Whe daWa iV deleWed oU
UeWXUned, Whe daWa impoUWeU Vhall conWinXe Wo enVXUe compliance ZiWh WheVe ClaXVeV. In caVe
of local laZV applicable Wo Whe daWa impoUWeU WhaW pUohibiW Whe UeWXUn oU deleWion of Whe
WUanVfeUUed peUVonal daWa, Whe daWa impoUWeU ZaUUanWV WhaW iW Zill conWinXe Wo enVXUe
compliance ZiWh WheVe ClaXVeV and Zill onl\ pUoceVV Whe daWa Wo Whe e[WenW and foU aV long aV
UeqXiUed XndeU WhaW local laZ.

(e) EiWheU PaUW\ ma\ UeYoke iWV agUeemenW Wo be boXnd b\ WheVe ClaXVeV ZheUe (i) Whe EXUopean
CommiVVion adopWV a deciVion pXUVXanW Wo AUWicle 45(3) of RegXlaWion (EU) 2016/679 WhaW
coYeUV Whe WUanVfeU of peUVonal daWa Wo Zhich WheVe ClaXVeV appl\; oU (ii) RegXlaWion (EU)
2016/679 becomeV paUW of Whe legal fUameZoUk of Whe coXnWU\ Wo Zhich Whe peUVonal daWa iV



WUanVfeUUed. ThiV iV ZiWhoXW pUejXdice Wo oWheU obligaWionV appl\ing Wo Whe pUoceVVing in
qXeVWion XndeU RegXlaWion (EU) 2016/679.

COaXVe 17

GRYeUning laZ

TheVe ClaXVeV Vhall be goYeUned b\ Whe laZ of Whe EU MembeU SWaWe in Zhich Whe daWa e[poUWeU iV
eVWabliVhed. WheUe VXch laZ doeV noW alloZ foU WhiUd-paUW\ beneficiaU\ UighWV, Whe\ Vhall be goYeUned
b\ Whe laZ of anoWheU EU MembeU SWaWe WhaW doeV alloZ foU WhiUd-paUW\ beneficiaU\ UighWV. The PaUWieV
agUee WhaW WhiV Vhall be Whe laZ of IUeland.

COaXVe 18

ChRice Rf fRUXm and jXUiVdicWiRn

(a) An\ diVpXWe aUiVing fUom WheVe ClaXVeV Vhall be UeVolYed b\ Whe coXUWV of an EU MembeU
SWaWe.

(b) The PaUWieV agUee WhaW WhoVe Vhall be Whe coXUWV of IUeland.

(c) A daWa VXbjecW ma\ alVo bUing legal pUoceedingV againVW Whe daWa e[poUWeU and/oU daWa
impoUWeU befoUe Whe coXUWV of Whe MembeU SWaWe in Zhich he/Vhe haV hiV/heU habiWXal
UeVidence.

(d) The PaUWieV agUee Wo VXbmiW WhemVelYeV Wo Whe jXUiVdicWion of VXch coXUWV.



APPENDI;

ANNE; I

A. LIST OF PARTIES

PDUWLHV
DDWD E[SRUWHU Name

AddUeVV

ConWacW peUVon¶V name

ConWacW peUVon¶V
poViWion

ConWacW peUVon¶V email

ConWacW peUVon¶V
Welephone

AcWiYiWieV UeleYanW Wo Whe
daWa WUanVfeUUed XndeU
WheVe ClaXVeV

OWheU idenWif\ing
infoUmaWion

Role
(ConWUolleU/PUoceVVoU)

ConWUolleU

Name

AXWhoUiVed SignaWXUe

DaWe

DDWD IPSRUWHU Name PapeUfoUm PW\ LWd

AddUeVV 54 Ingham AYenXe

FiYe Dock NSW 2046, AU

ConWacW peUVon¶V name Dean McPheUVon

ConWacW peUVon¶V
poViWion

DiUecWoU

ConWacW peUVon¶V email dean@papeUfoUm.co

ConWacW peUVon¶V
Welephone

+61424619055

AcWiYiWieV UeleYanW Wo Whe
daWa WUanVfeUUed XndeU
WheVe ClaXVeV

The daWa impoUWeU pUoYideV a VeUYice WhaW
alloZV XVeUV (Whe daWa e[poUWeU) Wo cUeaWe
cXVWomiVable foUmV foU XVe in WheiU
bXVineVV.



OWheU idenWif\ing
infoUmaWion

ACN 615 732 682

Role
(ConWUolleU/PUoceVVoU)

PUoceVVoU

PapeUfoUm PW\ LWd

Name

AXWhoUiVed SignaWXUe

NoYembeU 3, 2021

DaWe

Name PapeUfoUm

AddUeVV 16830 VenWXUa Bld SWe 601
Encino, CalifoUnia 91436, USA

ConWacW peUVon¶V name Dean McPheUVon

ConWacW peUVon¶V
poViWion

CEO

ConWacW peUVon¶V email dean@papeUfoUm.co

ConWacW peUVon¶V
Welephone

+61424619055

AcWiYiWieV UeleYanW Wo Whe
daWa WUanVfeUUed XndeU
WheVe ClaXVeV

The daWa impoUWeU pUoYideV a VeUYice WhaW
alloZV XVeUV (Whe daWa e[poUWeU) Wo cUeaWe
cXVWomiVable foUmV foU XVe in WheiU
bXVineVV.

OWheU idenWif\ing
infoUmaWion

C4620794

Role
(ConWUolleU/PUoceVVoU)

PUoceVVoU

PapeUfoUm

Name

AXWhoUiVed SignaWXUe

NoYembeU 3, 2021

DaWe

Dean McPherson
Dean McPherson

Dean McPherson
Dean McPherson



B. DESCRIPTION OF TRANSFER

CaWeJRULeV RI daWa VXbMecWV ZKRVe SeUVRQaO daWa LV WUaQVIeUUed

The peUVonal daWa WUanVfeUUed conceUn Whe folloZing caWegoUieV of daWa VXbjecWV:

- end XVeUV of PapeUfoUm¶V SeUYiceV;

- indiYidXalV ZhoVe peUVonal daWa iV VXpplied b\ end XVeUV of PapeUfoUm¶V SeUYiceV; and

- cXUUenW, poWenWial and foUmeU peUVonnel, inclXding conWUacWoUV, conVXlWanWV and fUeelanceUV.

CaWeJRULeV RI SeUVRQaO daWa WUaQVIeUUed

The peUVonal daWa WUanVfeUUed conceUn Whe folloZing caWegoUieV of daWa:

- diUecW idenWif\ing infoUmaWion (inclXding name, phone nXmbeU, email addUeVV);

- indiUecW idenWif\ing infoUmaWion (inclXding job WiWle, gendeU, UeVidenWial oU billing addUeVV, daWe of
biUWh);

- deYice idenWificaWion daWa and WUaffic daWa (inclXding IP addUeVVeV, infoUmaWion gaWheUed Yia
cookieV and Zeb logV); and

- an\ peUVonal daWa VXpplied b\ end XVeUV of PapeUfoUm¶V SeUYiceV.

SeQVLWLYe daWa WUaQVIeUUed (LI aSSOLcabOe) aQd aSSOLed UeVWULcWLRQV RU VaIeJXaUdV WKaW IXOO\ WaNe LQWR
cRQVLdeUaWLRQ WKe QaWXUe RI WKe daWa aQd WKe ULVNV LQYROYed, VXcK aV IRU LQVWaQce VWULcW SXUSRVe
OLPLWaWLRQ, acceVV UeVWULcWLRQV (LQcOXdLQJ acceVV RQO\ IRU VWaII KaYLQJ IROORZed VSecLaOLVed WUaLQLQJ),
NeeSLQJ a UecRUd RI acceVV WR WKe daWa, UeVWULcWLRQV IRU RQZaUd WUaQVIeUV RU addLWLRQaO VecXULW\
PeaVXUeV.

The daWa impoUWeU doeV noW knoZingl\ collecW (and PapeUfoUm¶V oU an\ PapeUfoUm EnWiWieV¶ cXVWomeUV
oU end XVeUV VhoXld noW VXbmiW oU Xpload) an\ Vpecial caWegoUieV of daWa (aV defined XndeU Whe
GDPR).

TKe IUeTXeQc\ RI WKe WUaQVIeU (e.J. ZKeWKeU WKe daWa LV WUaQVIeUUed RQ a RQe-RII RU cRQWLQXRXV baVLV).

The peUVonal daWa Zill be WUanVfeUUed in bXUVWV Wo Whe daWa impoUWeU fUom Whe daWa e[poUWeU Zhen Whe
daWa e[poUWeU commXnicaWeV ZiWh PapeUfoUm, Whe PapeUfoUm EnWiWieV and / oU XVeV Whe PapeUfoUm
SeUYice WhUoXgh iWV cXVWomiVable foUmV.

NaWXUe RI WKe SURceVVLQJ
The daWa impoUWeU UeceiYeV infoUmaWion fUom Whe daWa e[poUWeU Zhen Whe daWa e[poUWeU XVeV Whe
PapeUfoUm SeUYiceV, makeV a qXeU\ in UelaWion Wo Whe PapeUfoUm SeUYice and / oU becomeV a cXVWomeU
of PapeUfoUm oU Whe PapeUfoUm EnWiWieV. The daWa e[poUWeU can When XVe PapeUfoUm¶V SeUYice Wo cUeaWe
cXVWomiVable foUmV foU XVe in WheiU bXVineVV.

PXUSRVe(V) RI WKe daWa WUaQVIeU aQd IXUWKeU SURceVVLQJ

The daWa e[poUWeU WUanVfeUV Whe peUVonal daWa Wo Whe daWa impoUWeU foU pUoceVVing in oUdeU foU
PapeUfoUm and / oU Whe PapeUfoUm EnWiWieV Wo pUoYide iWV VeUYiceV Wo Whe daWa e[poUWeU XndeU Whe TeUmV
beWZeen PapeUfoUm and Whe daWa e[poUWeU.

The pXUpoVe of Whe daWa impoUWeU¶V pUoceVVing foU Whe daWa e[poUWeU XndeU Whe TeUmV inclXdeV
pUoYiding cXVWomiVable foUmV Zhich collecW Whe peUVonal daWa of Whe daWa e[poUWeU¶V cXVWomeUV aV
UeqXiUed b\ Whe daWa e[poUWeU. Some pXUpoVeV of WheVe foUmV inclXde cXVWomeU inWake, cXVWomeU
managemenW, WaVk managemenW, maUkeWing, lead geneUaWion, Waking pa\menWV, pUoYiding qXoWeV,
VchedXling meeWingV oU an\ oWheU pXUpoVe aV Vpecified b\ Whe daWa e[poUWeU.



TKe SeULRd IRU ZKLcK WKe SeUVRQaO daWa ZLOO be UeWaLQed, RU, LI WKaW LV QRW SRVVLbOe, WKe cULWeULa XVed WR
deWeUPLQe WKaW SeULRd
3 \eaUV afWeU Whe daWe of WeUminaWion of Whe TeUmV ZiWh Whe daWa e[poUWeU, XnleVV oWheUZiVe agUeed b\
Whe paUWieV.

FRU WUaQVIeUV WR (VXb-) SURceVVRUV, aOVR VSecLI\ VXbMecW PaWWeU, QaWXUe aQd dXUaWLRQ RI WKe SURceVVLQJ

See Whe cXUUenW liVW of VXb-pUoceVVoUV aW hWWpV://papeUfoUm.co/VXbpUoceVVoUV

C. COMPETENT S8PER9ISOR< A8THORIT<

IdeQWLI\ WKe cRPSeWeQW VXSeUYLVRU\ aXWKRULW\/LeV LQ accRUdaQce ZLWK COaXVe 13

If Whe daWa e[poUWeU iV baVed in Whe EU, Whe compeWenW VXpeUYiVoU\ aXWhoUiW\ Zill be Whe UeleYanW
VXpeUYiVoU\ aXWhoUiW\ in Whe EU membeU VWaWe ZheUe Whe daWa e[poUWeU iV baVed.

If Whe daWa e[poUWeU iV noW baVed in Whe EU, Whe compeWenW VXpeUYiVoU\ aXWhoUiW\ Zill be Whe UeleYanW
VXpeUYiVoU\ aXWhoUiW\ in Whe EU membeU VWaWe Whe daWa e[poUWeU¶V GDPR UepUeVenWaWiYe iV baVed.

https://paperform.co/subprocessors


ANNE; II ± TECHNICAL AND ORGANISATIONAL MEAS8RES INCL8DING TEHCNICAL AND
ORGANISATIONAL MEAS8RES TO ENS8RE THE SEC8RIT< OF THE DATA

DeVcULSWLRQ RI WKe WecKQLcaO aQd RUJaQLVaWLRQaO PeaVXUeV LPSOePeQWed b\ WKe daWa LPSRUWeU(V)
(LQcOXdLQJ aQ\ UeOeYaQW ceUWLILcaWLRQV) WR eQVXUe aQ aSSURSULaWe OeYeO RI VecXULW\, WaNLQJ LQWR accRXQW WKe
QaWXUe, VcRSe, cRQWe[W aQd SXUSRVe RI WKe SURceVVLQJ, aQd WKe ULVNV IRU WKe ULJKWV aQd IUeedRPV RI
QaWXUaO SeUVRQV.

1. OUJDQLVDWLRQDO SHFXULW\

(a) ReVponVibiliW\ ± Whe daWa impoUWeU Zill aVVign UeVponVibiliW\ foU infoUmaWion VecXUiW\
managemenW Wo appUopUiaWel\ Vkilled peUVonnel.

(b) µNeed Wo KnoZ¶ AcceVV ± Whe daWa impoUWeU Zill UeVWUicW acceVV Wo infoUmaWion V\VWemV
XVed in connecWion ZiWh Whe SeUYiceV Wo peUVonnel Zho aUe Ueliable, haYe VXfficienW
Wechnical e[peUWiVe foU Whe Uole aVVigned and knoZ hiV oU heU obligaWionV.

(c) ConfidenWialiW\ ± Whe daWa impoUWeU¶V peUVonnel Zho haYe acceVVed oU oWheUZiVe been
made knoZn of DaWa E[poUWeU PeUVonal DaWa, Zill mainWain Whe confidenWialiW\ of VXch
infoUmaWion.

2. HDQGOLQJ RI GDWD

(a) Media DeVWUXcWion ± SeUYice PUoYideU Vhall deVWUo\ UemoYable media and an\ mobile
deYice (VXch aV diVcV, USB dUiYeV, DVDV, back-Xp WapeV, pUinWeUV, lapWopV and WableWV)
conWaining DaWa E[poUWeU PeUVonal DaWa oU UendeU DaWa E[poUWeU PeUVonal DaWa on
VXch ph\Vical media XninWelligible and noW capable of UeconVWUXcWion b\ an\ Wechnical
meanV pUioU Wo an\ UeXVe of Whe media, if VXch media oU mobile deYice iV no longeU
inWended Wo be XVed.

(b) DaWa EncU\pWion ± If deemed appUopUiaWe b\ Whe daWa impoUWeU giYen Whe VenViWiYiW\ of
Whe DaWa E[poUWeU PeUVonal DaWa, Whe daWa impoUWeU Zill encU\pW oU pUoWecW b\ oWheU
Wechnical meanV DaWa E[poUWeU PeUVonal DaWa in SeUYice PUoYideU¶V poVVeVVion oU
conWUol Vo WhaW iW cannoW be Uead, copied, changed oU deleWed b\ XnaXWhoUiVed peUVonnel
Zhile in VWoUage.

(c) DaWa LoVV PUeYenWion ± Whe daWa impoUWeU Zill implemenW compUehenViYe daWa leakage
conWUolV WhaW aXWomaWicall\ idenWif\, deWecW, moniWoU, docXmenW and eiWheU aleUW oU pUeYenW
Vaid DaWa E[poUWeU PeUVonal DaWa fUom leaYing Whe daWa impoUWeU¶V conWUol ZiWhoXW
aXWhoUiVaWion in place.

(a) MalicioXV Code ± Whe daWa impoUWeU Zill deWecW Whe inWUodXcWion oU inWUXVion of malicioXV
code on infoUmaWion V\VWemV handling oU holding DaWa E[poUWeU PeUVonal DaWa Wo
pUeYenW Whe XnaXWhoUiVed acceVV, diVcloVXUe oU loVV of inWegUiW\ of an\ DaWa E[poUWeU
PeUVonal DaWa and UemoYe and eliminaWe an\ effecWV.

3. PK\VLFDO SHFXULW\

(a) SecXUing Ph\Vical FaciliWieV ± Whe daWa impoUWeU Zill mainWain all V\VWemV hoVWing DaWa
E[poUWeU PeUVonal DaWa in a ph\Vicall\ VecXUe enYiUonmenW WhaW UeVWUicWV acceVV Wo onl\
aXWhoUiVed indiYidXalV, deWecWV an\ XnaXWhoUiVed acceVV oU acceVV aWWempWV, and
UepoUWV incidenWV and non-confoUmance of VecXUiW\ polic\ Wo managemenW.

(b) SecXUe Ph\Vical PUoceVVing LocaWionV ± Whe daWa impoUWeU Zill keep an Xp-Wo-daWe
UecoUd of Whe locaWion of ZheUe DaWa E[poUWeU PeUVonal DaWa iV VWoUed oU pUoceVVed in
connecWion ZiWh Whe pUoYiVionV of VeUYiceV and Whe oZneU of VXch daWa locaWion.



(c) PapeU DeVWUXcWion ± Whe daWa impoUWeU Zill diVpoVe of all ph\Vical docXmenWaWion
conWaining DaWa E[poUWeU PeUVonal DaWa in a VecXUe and confidenWial manneU Vo aV Wo
UendeU all papeU ZaVWe XnUeadable.

4. MHDVXUHV WR DVVLVW WKH GDWD FRQWUROOHU

(a) The daWa impoUWeU haV Whe folloZing oUganiVaWional meaVXUeV in place Wo pUoYide
aVViVWance Wo Whe daWa conWUolleU:

(i) a poinW of conWacW foU Whe daWa e[poUWeU;

(ii) an inWeUnal daWa pUoceVVing UegiVWeU;

(iii) a daWa bUeach UeVponVe plan;

(iY) a daWa VXbjecW UighWV polic\;

(Y) a daWa pUoceVVing polic\;

(Yi) a daWa VecXUiW\ polic\;

(Yii) a foUm foU daWa VXbjecWV Wo fill oXW Wo e[eUciVe WheiU UighWV; and

(Yiii) a UeqXeVW UegiVWeU ZheUe Whe daWa impoUWeU Zill UecoUd an\ daWa VXbjecW UeqXeVWV.

(b) The daWa impoUWeU haV Whe folloZing Wechnical meaVXUeV in place Wo pUoYide aVViVWance
Wo Whe daWa conWUolleU:

(i) meaVXUeV foU enVXUing daWa minimiVaWion;

(ii) meaVXUeV foU enVXUing daWa qXaliW\;

(iii) meaVXUeV foU enVXUing limiWed daWa UeWenWion;

(iY) meaVXUeV foU VecXUe WUanVmiVVion of peUVonal daWa;

(Y) meaVXUeV foU UeVWUicWing Whe pUoceVVing of peUVonal daWa;

(Yi) meaVXUeV foU enVXUing accoXnWabiliW\; and

(Yii) meaVXUeV foU alloZing daWa poUWabiliW\ and enVXUing eUaVXUe.



ANNE; III ± LIST OF S8B-PROCESSORS

The conWUolleU haV aXWhoUiVed Whe XVe of Whe folloZing VXb-pUoceVVoUV:

SXE-SURFHVVRU Name

AddUeVV

ConWacW peUVon¶V name

ConWacW peUVon¶V
poViWion

ConWacW peUVon¶V email

ConWacW peUVon¶V
Welephone

DeVcUipWion of
pUoceVVing and
UeVponVibiliWieV

OWheU idenWif\ing
infoUmaWion

DATA E;PORTER

Name: .......................................................................................

AXWhoUiVed SignaWXUe ...........................................................................................

DATA IMPORTER

Name: PapeUfoUm PW\ LWd

AXWhoUiVed SignaWXUe ...........................................................................................

Dean McPherson
Dean McPherson


